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Abstract. This paper investigates reliable steganalysis of natural cover
images using a local non-linear parametric model. In the framework
of hypothesis testing theory, the use of the model permits to warrant
predictable results under false alarm constraint.

1 Introduction

Information hiding has received an increasing interest in the last decades driven
by the numerous possible applications such as watermark identification and tam-
pering detection. Unfortunately malicious usage of information hiding, like ste-
ganography, have also emerged [8]. Steganography and steganalysis are a cat
and mouse game : steganographers embed a secret message in a cover medium
while steganalysts try to detect the presence of this hidden message. This pa-
per focuses on the simple but popular LSB replacement. Surely, much better
algorithms are nowadays available. However, the proposed methodology can be
applied to other schemes providing that a statistical model of steganographic
impact is available.

With many tools available in the public domain, steganography is within reach
of anyone, for legitimate or malicious usage. It is thus crucial for security forces
to reliably detect steganographic content among a set of media ; many methods
have been proposed for this purpose, see [2,5]. Even though some steganalyzers
are very efficient (the BOSS contest [4] is a good example), detection rate is
not the only performance criterion is some circumstances. For instance, when
carrying an investigation, steganalysis results will hardly be accepted without
an analytically predictable and warranted false alarm rate. In this situation, su-
pervised learning based method can hardly be used. This justifies the statistical
study of a steganography detection scheme to which this paper is devoted.

The study of steganalysis as a hypothesis test requires an accurate image
model ; only few works in the literature explicitly use such models. In [16,19],
the distribution of Discrete Cosine Transform (DCT) coefficients is used to detect
steganography in JPG images. In a similar fashion, the distribution of Discrete
Fourier Transform (DFT) coefficients is used in [20]. An independent and iden-
tically distributed (i.i.d) pixels model is exploited in [6] to derive a statistical
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hypothesis test. None of the previously cited image models used for steganaly-
sis offers a precise statistical description of image noise and an accurate model
of image content. This observation highlights the fundamental motivation of
current paper: filling the gap between the physical model of cover-image and
steganalysis. In the framework of hypothesis testing, an accurate image model is
fundamental to design a test which can warrant a predictable false alarm rate.

Unfortunately, modelling such a complex signal as image remains an open
problem as well as designing an optimal steganalysis, even in ideal context of a
known image(see the companion paper [22]). The goal of this paper is threefold:

– to locally model the content of a cover image by describing the optical system
which gives birth to a natural image;

– to exploit, as simply as possible, this model of natural image in the design
of an almost optimal test.

– to numerically compare the proposed detection scheme with other stegana-
lysis methods.

2 Overview of Proposed Methodology

This section presents the main contributions of the paper and describes the
organization of the paper. The goal is to give a complete overview of the proposed
work and to relate it to the well-known WS detector investigated successively
by Fridrich [7] and Ker [12,11].

2.1 Main Contributions

This paper assumes that a cover image is a matrix C={cl,m} of L×M grayscale
value pixels and that the corresponding stego-image Z={zl,m} is created by
replacing the LSBs of proportion R of the cover pixels. The set of grayscale
levels is denoted Y={0, . . . , 2b − 1}; b bits are used to quantize each pixel. As
explained in the companion paper [22], a cover pixel cl,m satisfies

cl,m = Q1[yl,m], (1)

where yl,m denotes the real value recorded by the digital camera before the quan-
tization and Q1[yi] = �yi� is the operation of uniform quantization (integer part
of yi). Some important details on the quantization are given in the companion
paper [22]. It is assumed (see Section 4) that

yl,m = θl,m + ξl,m

where θl,m is the mathematical expectation of yl,m and ξl,m is a zero mean
Gaussian random variable. The variance σ2

l,m of ξl,m is assumed to be known for
all (l, m). The matrix of parameters θl,m is denoted θ. It is supposed that θ ∈ Θ
where Θ is a known compact set.

In the following, the notation z indicates the integer z with LSB flipped [7],
i.e., z = z + 1 − 2 lsb(z) where lsb(z) is the LSB of z. The first step of the
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proposed detection algorithm is to estimate the cover image parameters θl,m ;
the notation θ̂={θ̂l,m} is used for the estimate of θ = {θl,m} obtained from the
analyzed image Z. The second step consists in calculating the matrix of residuals

r̂l,m = (zl,m − θ̂l,m)(zl,m − zl,m) (2)

which indicate the difference between stego-image and estimated cover, with the
sign adjusted to take into account the asymmetry in LSB replacement (even pix-
els could only be incremented, and odd pixels decremented).Then the proposed
test is based on a decision function with the following form:

Λ(Z) =
L∑

l=1

M∑
m=1

wl,mr̂l,m (3)

where wl,m is a weight so that the influence of pixels depends on their noise
level. Noisy areas, for which estimation of the cover is more difficult, are given
less weight than those in flatter areas.

This detector is quite similar to the Weighted Stego-image (WS) analysis ini-
tially proposed by [7] to estimate the payload size and deeply studied by [12].
Used as a detector, which is the focus of this paper, the WS is known to have
good performance. Contrary to the approach followed by [7,12], this paper pro-
poses two major novelties. First, the test is derived from the statistical theory
of hypotheses testing (see Section 3). Hence, the weights wl,m are theoretically
established and not empirically chosen. Second, the estimates ĉl,m of the cover
pixels initially used by [7,12] are replaced with the estimates θ̂l,m, see (2), of
the physical parameters describing the cover image content. From this way, it is
expected to reach a higher level of performance.

The proposed methodology is summed up in Fig. 1. This approach leads to a
reliable steganalysis because of two main advantages. First, the decision is made
independently from the image content as it is explicitly taken into account as a
“nuisance parameter”. Second, the performance of the test is clearly established;
this allows to meet a false alarm rate constraint by fixing a precalculated decision
threshold and to know in advance the power detection of the test with respect
to the insertion rate.
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Fig. 1. Working diagram of proposed applied test
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2.2 Organization of the Paper

Section 3 recalls the main theoretical results of the companion paper [22]. This
section presents the design of the optimal test, namely the Likelihood Ratio Test
(LRT), solving the problem of LSB replacement detection whatever the message
length (or insertion rate) is, when quantization corrective term is negligible. The
performance of the optimal LRT is asymptotically given in a closed form as
the number of pixel grows to infinity. This analytic expression of optimal test
power function can be used as an optimal upper bound for any practical test in
agreement with the square root law of steganographic capacity, see [13].

In [12], the author uses an empirical weighted autoregressive model to esti-
mate pixels’variance and value; the weighted coefficients are theoretically calcu-
lated in [22]. To get good detection performance, it is underlined by [12] that
cover image is fundamental. Hence, this paper proposes an accurate model of
natural images which takes account of the content θl,m, including specifically
non-stationarities and non-linearities. This content is usually not affected by the
steganographic content and hence can be estimated in a stego-image as well. The
general idea is to model the redundancies which locally exist between pixels. To
build such an image model, the physical process that gives birth to a digital
image is examined, and a generic model of digital imaging system along with a
model of the scene are presented in Section 4.

The non-linear model of the cover image is used in Section 5 to design a statis-
tical test for the practical case of unknown cover image content parameters θl,m.
The image non-linear model is “linearized” to allow a simple but yet efficient esti-
mation. The effects of both estimation and linearization on the test performance
are analyzed and the loss of optimality of the test, with respect to the ideal LRT,
is bounded.

Finally, Section 6 presents numerical results. The proposed test is applied
to some natural images. It is shown that for small false alarm rate, the test
outperforms the five detectors used for comparison. On the contrary, the revisited
WS exhibits slightly better performance for higher false alarm rate. Numerical
results are presented to explain and discuss this point.

3 Optimal Statistical Test for Known Cover Image

The main results of the theoretical analysis proposed in the companion paper [22]
is the design of the optimal LRT solving the problem of LSB replacement de-
tection when the parameters θl,m of the cover image are known. Neglecting the
quantization impact, this test is optimal whatever the message length (or inser-
tion rate) is. The performance of the optimal LRT is asymptotically given in a
closed form as the number of pixels grows to infinity.

3.1 Statistical Analysis of LSB Replacement Steganography

The probability mass function (pmf) of the pixel zl,m from a natural cover image
is given as:

QQ1(θl,m) = [q0(θl,m), . . . , q2b−1(θl,m)]
where, ∀k ∈ Y,
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qk(θl,m) =
1

σl,m

∫ (k+
1
2 )

(k− 1
2 )

φ

(
x − θl,m

σl,m

)
dx with φ(u)=

1√
2π

exp
(−u2

2

)
. (4)

Let the insertion rate R be defined as the number of hidden bits per pixel. The
steganographic process modifies in a known way the distribution QQ1(θl,m). In
these conditions, a short calculation [9,6,22] shows that the pmf of pixel zl,m

after insertion is given by QR
Q1

(θl,m) = [qR
0 (θl,m), · · · , qR

2b−1(θl,m)] where

∀k ∈ Y , qR
k (θl,m) =

(
1−R

2

)
qk(θl,m) +

R

2
qk(θl,m). (5)

As explained in [22, Eq.(27)], the hypothesis testing problem of steganalysis
consists in choosing between H0 = {R ≤ r∗} vs H1 = {R > r∗} or equivalently:{

H0 = {zl,m ∼ QR
Q1

(θl,m) , l ∈ 1, . . . , L,∀m = 1 . . . , M, ∀R ≤ r∗}
H1 = {zl,m ∼ QR

Q1
(θl,m) , l ∈ 1, . . . , L,∀m = 1 . . . , M, ∀R > r∗} (6)

where r∗ is a (reasonable) minimal insertion rate. The goal is to find a test
δ :YL·M 	→{H0;H1} such that hypothesis Hi is accepted if δ(Z) = Hi (see [14]
for complete information). Let

Kα0 =

{
δ : sup

θ∈Θ, R<r∗
�θ,R(δ(Z) = H1) ≤ α0

}
be the class of tests with an upper-bounded false alarm probability α0. Here
�θ,R(A) stands for the probability of the event A when zl,m is generated by
QR

Q1
(θl,m) for all (l, m). The power function βδ of the test δ is defined by the

probability of hidden bits detection

βδ(θ, R)=�θ,R(δ(Z) = H1).

3.2 Optimal Theoretical LRT

For theoretical convenience, let the mean variance σ̄ be defined by

1
σ̄2

=
1

L M

L∑
l=1

M∑
m=1

1
σ2

l,m

. (7)

When θl,m is known for all (l, m), the optimal solution, namely the LRT, is given
in the companion paper (cf. [22, section 6]). For large σ̄, this test is given as:

δ(Z) =

{
H0 if Λ(Z) < τα0 ,

H1 if Λ(Z) ≥ τα0 ,
(8)

where

Λ(Z)=
L∑

l=1

M∑
m=1

wl,m(zl,m−θl,m)(zl,m − zl,m) , wl,m =
σ̄

σ2
l,m

√
L M

. (9)

The threshold τα0 is chosen such that δ ∈ Kα0 . The following theorem is easily
derived from the central limit theorem applied to Λ(Z) for r� ≈ 0.
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Theorem 1. In virtue of the Lindeberg’s central limit theorem [14]:{
Λ(Z) d→ N (0 ; 1) under H0

Λ(Z) d→ N ( R
2σ̄

√
LM ; 1

)
under H1

(10)

with d→ the convergence in distribution as L M → ∞. Choosing τα0 = Φ−1(1 −
α0), it follows that δ(Z) ∈ Kα0 and

βδ(θ, R) = 1 − Φ

(
τα0 −

R
√

LM

2σ̄

)
. (11)

In the companion paper [22], the quantization impact lead us to design a local
most powerful (LMP) test for R in the neighborhood of r∗. On the contrary, the
decision Λ(Z) defined in (9), does not depend on R. Hence, the main conclusion
of the above results it that in Kα0 , the test δ(Z) is uniformly most powerful
(UMP) with respect to R, provided that the quantization is negligible. The
power function βδ(θ, R) has been established only for small R, but is shown to be
meaningful in practice for higher insertion rate, see Fig. 3 and [22, Fig. 3].Finally,
Theorem 1 asymptotically gives an explicit form of βδ(θ, R) in agreement with
the square root law of steganographic capacity [13] and independently from the
cover content parameters θ. The function βδ(θ, R) can be used as an upper
bound for the power of any test.

4 Natural Cover Image Model

In practice, the cover image parameters θl,m are not known. Estimating these
parameters is crucial for any detection algorithm. To this end a physical local
model of raw images (i.e. without in-camera processing) content is proposed.
This model will be used to simply and efficiently estimate image content.

4.1 Model of the Imaged Scene

A scene is described from camera point of view by its emitted radiance for several
color channels. Without any loss of generality, this section deals with grayscale
image (colors are processed individually). Hence, the radiance of the scene is a
function B(x, y) where (x, y) ∈ [0, xmax] × [0, ymax] = D ⊂ �

2 are the imaged
scene coordinates scale to sensor.

As described in [15], see fig. 2b, a scene is made of various solid objects Oi

associated each with the open domain Di⊂D and the radiance function Bi(x, y)
such that (x, y) /∈Di ⇒ Bi(x, y) = 0. The boundaries between domains Di and
Dj is a curve Γi,j : [0, 1] → D. The whole scene is consequently described as:

B(x, y) =
∑

i

Bi(x, y). (12)

From the properties of solid objects light emission, one can expect that [15]:
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(a) A general image acquisition pipeline.
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(b) A 2D scene and its 1D model.

Fig. 2. Describing the scene and the image acquisition to model a natural image

1. for each object Oi, the radiance Bi(x, y) is a smooth function over Di,
2. the radiance B(x, y) is discontinuous across (most of) the boundaries Γi,j ,
3. the objects are of regular shape in the sense that each curve Γi,j(t) is twice

continuously differentiable for almost all t ∈ [0; 1].

4.2 Raw Pixel Recorded Value

The fundamental model used in this paper relies on the above scene description.
For a simpler yet efficient estimation of image content, it is proposed to adapt
the model in one dimension (1D). Hence, the scene is divided in K segments
Xk of negligible width, associated with the radiance bk(x), k∈{1, . . . , K}, see fig.
2. The variable y is (almost) constant over Xk, hence it is omitted to simplify
the notation. According to the above mentioned properties, the univariate func-
tion bk is continuous except at the boundaries and hence admits the following
decomposition [1]:

∀x ∈ Xk, bk(x) = b
(c)
k (x) + b

(s)
k (x)

where b
(c)
k is continuous and the singular part, b

(s)
k , is piecewise constant and

can be written:

∀x ∈ Xk , b
(s)
k (x) =

rk∑
d=1

uk,d 1(x−tk,d) (13)

with rk the number of discontinuities in the k-th segment Xk, 1(·) the unitary
step function defined as 1(x)=1 if x>0 and 1(x)=0 otherwise. The parameters
uk,d and tk,d are respectively the intensity and the location of d-th discontinuity.

The optical system is modelled by the Point Spread Function (PSF) h(x, y)
which characterizes the optical system [10]. The PSF depends on many unknown
elements (lens, focal length, atmosphere, . . . ) among which some are spatially
variant (aberration, out-of-focus, . . . ). This paper is restricted to an isotropic
Gaussian PSF:

h(x, y; ςpsf) =
1

ς2
psf

ϕ

(
ρ

ςpsf

)
where ϕ(ρ) =

1
2π

exp
(
−ρ2

2

)
,

ρ2 = x2+y2 and ςpsf > 0 is the blur parameter. Hence, the irradiance Ik reaching
Xk, the k-th sensor segment, can be written as:
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Ik(x) = I
(c)
k (x) + I

(s)
k (x) (14)

where I
(c)
k and I

(s)
k correspond respectively to the continuous and singular part

of radiance bk. They result from the convolution between bk(x) and h(x, y; ςpsf)
restricted to Xk. The function I

(c)
k is expected to be very smooth and hence is

assumed to be well approximated by algebraic polynomial of degree p−1:

I
(c)
k (x) =

p−1∑
i=0

s
(k)
i xi , ∀x ∈ Xk (15)

where the real coefficients s
(k)
i , which depend on Xk, are unknown. The goal is

here to highlight crucial importance of discontinuities and subsequent difficulties
it raised. That is why, a rather simple algebraic polynomials was used to model
for the continuous part I

(c)
k which is not the main focus. The function I

(s)
k

accounts for the discontinuities and should obviously be accurately modeled to
later accurately estimate the function Ik(x) from a raw image. After some algebra
(omitted due space limitations) the functions I

(s)
k admits the decomposition:

I
(s)
k (x) =

rk∑
d=1

uk,d Φ

(
x − tk,d

ςk,d

)
where Φ(u) =

u∫
−∞

φ(ν) dν (16)

and φ(·) is the Gaussian distribution function as defined in (4). Note that the
local blur parameter ςk,d > ςpsf in (16) varies for each discontinuity due to the
angle between the local 2D discontinuity orientation and the segment Xk, see
Fig.2b.

Finally, the irradiance Ik(x) is integrated over sensor pixels of the Charge-
Coupled Device (CCD) matrix. Hence, the intensity value yl,m recorded by the
sensor at position (l, m) over the CCD matrix is given by

yl,m = θl,m + ξl,m (17)

where ξl,m is a Gaussian random noise representing all the noises corrupting the
expected signal θl,m given by

θl,m =
p−1∑
i=0

s
(k)
i xi

l,m +
rk∑

d=1

uk,d

∫
Xk∩Cl,m

Φ

(
ν − tk,d

ςk,d

)
dν (18)

where xl,m is the coordinate of the sensor’s center at position (l, m), assuming
that xl,m ∈ Xk and that the sensor at position (l, m) records all the photons
arriving on the square region Cl,m ⊂ D.

The methodology presented in this paper relies on the model (17)-(18) of a raw
pixel intensity yl,m. The image analyzed in Section 6.2 have been subjected to in-
camera processing (demosaicing, gamma correction, white balance, etc. . . ) which
can not be modeled accurately as it remains partially unknown. However, one
can expect that the content model is not strongly modified by post-acquisition
processing as it is empirically shown in numerical results presented in section 6.
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5 From Cover Image Estimation to Almost Optimal
Steganalysis

In this section, it is proposed to use the optimal LRT, previously defined in
section 3.2, by replacing the parameters θl,m by some estimates θ̂l,m. This es-
timation is based on the model (18) and the analyzed image grayscale values
zl,m. The main difficulty is that the unknown parameters (tk,d, ςk,d) for all (k, d)
appear in a non-linear way in (18).

5.1 Estimation of the Cover Image Parameters

The goal is to estimate the unknown parameters θl,m. The model (18) shows that
there exist some redundancies between neighbor pixels but these redundancies
can only be exploited locally. To sum up this important point, the model (18)
is rewritten in matrix form. Let ηk=(tk,1, ςk,1, . . . , tk,rk

, ςk,rk
) be the vector con-

taining all the discontinuity parameters of Xk. Let θk be the vector containing
all the values θl,m such that xl,m ∈ Xk. It is assumed that all vectors θk have
the same number N of pixels such that N=L M/K. From (18), the ensuing
theoretical vector θk can be written:

θk = Hsk + F(ηk)uk. (19)

The polynomial coefficients sk = (s(k)
0 , . . . , s

(k)
p−1)

T
characterize the continuous

part spanned by the matrix H of size (N, p). For each value θl,m whose pixel has
coordinate xl,m ∈ Xk, the corresponding row in H is given by[

x0
l,m x1

l,m · · · xp−1
l,m

]
.

The coefficients uk=(u1, . . . , urk
)T represent the intensity of discontinuities

spanned by the matrix F(ηk) of size (N, rk). For each value θl,m whose pixel
has coordinate xl,m ∈ Xk, the corresponding raw in F(ηk) is given by[∫

Xk∩Cl,m

Φ

(
ν − tk,1

ςk,1

)
dν · · ·

∫
Xk∩Cl,m

Φ

(
ν − tk,rk

ςk,rk

)
dν

]
.

Due to space limitations, it is assumed that each segment Xk has at most one
discontinuity and that an estimate η̂k=(t̂k,1, ς̂k,1)T is available for each discon-
tinuity (if present) such that ‖ηk−η̂k‖1≤ϑ where ϑ is a small constant. The
literature proposes many methods giving such estimates (see for example [1]).
Adapting the methodology from [18], the non-linearity is treated by writing (19) :

θk = Hsk + uk,1F(η̂k) + Ḟ(η̂k)uk,1(ηk−η̂k) + o(ϑ2) (20)

where Ḟ(η̂k) is the jacobian (N × 2) matrix of F(ηk). This yields to the locally-
adapted linear model:

θk = G(η̂k)vk + o(ϑ2) with G(η̂k)=
(
H |F(η̂k) | Ḟ(η̂k)

)
and vk=(sk, uk,1, uk,1(ηk−η̂k))T .
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When the analyzed image does not contain hidden information, zl,m

= Q1[yl,m] = Q1[θl,m + ξl,m]. Let zk be the vector containing all the pixels
zl,m corresponding to the k-th segment. Assuming that the noise variance is
constant in each segment and that the quantization has negligible effects on the
estimation, θk can be estimated by using the linear estimate:

θ̂k = G(η̂k)
(
G(η̂k)TG(η̂k)

)−1
G(η̂k)T zk. (21)

The estimates θ̂l,m are obtained for all (l, m) by calculating the estimate (21) for
all segments. Alternatively, for LSB replacement, the LSB plane can for instance
be removed to have an estimation which is independent from steganography.

5.2 Almost Optimal Steganalysis

Let r =
∑K

k=1 rk be the total number of discontinuities over D. Let δ̂(Z) be
the test defined as in (8), associated with the threshold τ̂α0 and the following
decision function Λ̂(Z):

Λ̂(Z)=
L∑

l=1

M∑
m=1

wl,m(zl,m−zl,m)(zl,m−θ̂l,m). (22)

where
wl,m =

σ̄

σ2
l,m

√
K(N−p−3)

.

The following theorem establishes the loss of optimality of the test δ̂(Z) with
respect to the optimal LRT (when the parameters θl,m are known).

Theorem 2. In virtue of the Lindeberg’s central limit theorem:{
Λ̂(Z) d→ N (0 ; 1+b) under H0

Λ̂(Z) d→ N (
R
2σ̄

√
κ ; 1+b

)
under H1

(23)

where κ = K(N−p)−3r and b is an unknown bias: 0 ≤ b ≤ ε
σ̄2(N−p−3)

def.
= bmax

with ε a known (little) positive constant. Choosing τ̂α0 = Φ−1(1−α0)
√

1 + bmax,
it follows that δ̂(Z) ∈ Kα0 and

1−Φ

(
1

1+bmax

(
τ̂α0−

R

2σ̄

√
κ

))
≤ β̂(θ, R) ≤ 1−Φ

(
τ̂α0−

R

2σ̄

√
κ

)
. (24)

Proof. Omitted due to space limitations.

The comparison between β(θ, R) and β̂(θ, R) shows that the loss of optimality
of the later is due to: 1) the reduction of the number of “free parameters” from
L M to κ and 2) the unknown bias bmax which is due to linearization of F(ηk)
around the estimation values of discontinuity parameter η̂k. Hence, provided
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that r and bmax are sufficiently small, the test δ̂ is almost optimal. Values r and
ϑ were arbitrarily bounded to analytically calculate the power function β̂(θ, R).

The loss of optimality highlights a more general problem inherent to the “cal-
ibration” process, used to estimate cover image. Indeed, a tradeoff has to be
found between sparsity (to increase κ) and accuracy (to keep bmax low). Un-
fortunately, this problem remains open. This problem is inspected in section 6
through a comparison with the WS.

6 Numerical Results and Comparisons

6.1 Theoretical Results on Simulated Data

Figs. 3a and 3b present the results of Theorems 1 and 2 through a numerical
simulation. A Monte-Carlo simulation was repeated 25 000 times each with 400
segments of 32 pixels. Every segment has one discontinuity, whose location was
uniformly distributed, with settings uk=96, ς = 1.75 and ϑ = 1. An algebraic
polynomial of degree 3 was used, the insertion rate was set to 0,47 and the
additive noise was stationary with σ̄=5.43.

6.2 Comparisons with Other Detectors on Real Images

One of the main motivations of this paper was to define a reliable steganaly-
sis in the sense that it explicitly takes into account image content and has an
analytically predictable performance. Hence, it was chosen not to compare the
proposed test with supervised learning based detectors because, as discussed in
section 1, they cannot warrant any optimality of the decision rule.

The LSB replacement detectors compared in this section are : the proposed
test δ̂, the test proposed in [6], the χ2 test from [21], the RS detector [9] with the
original mask [0 1 1 0] and the WS [7] with moderated weights wl,m = (σl,m+5)−1

and the filter

⎛⎝−1/4 1/2 −1/4

1/2 0 1/2

−1/4 1/2 −1/4

⎞⎠ as described in [12]. The key role of image model is
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(b) ROC Curves of the tests δ and δ̂.

Fig. 3. Theoretical (- -) and empirical (—) results for simulated data
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(b) ROC Curves for R = 0.1

Fig. 4. Comparisons of detectors : ROC curves for UCID database

highlighted with a sixth detector δW based on the LRT defined in section 3 and
using a wavelet shrinkage to estimate the cover content θk. For a large scale
comparison the 1338 image of UCID [17] and 9000 images, previously cropped
to size 128× 128, from BOSSbase [4] were used.

On Fig. 4 and Fig. 5, the WS surprisingly exhibits higher power than the
proposed test δ̂ for intermediate false alarm rate α0. But in a practical appli-
cation, for instance when analysing the whole data of a suspect, it is obviously
less serious to consider that one set a false alarm rate constraint of 0.3 or even
0.1. Indeed it is reasonable to think that thousands or millions of images will be
inspected and a constraint of α0 = 10-2 is much more realistic. For such low false
alarm rate, Fig. 4 and Fig. 5 show that the proposed test outperforms the WS
which is the most serious challenger. Note that the detection power is higher (for
all detectors) on UCID images because their size is bigger that cropped BOSS
images.

To understand the tests performances depicted on the ROC curves of Fig.
4 and Fig. 5, a thorough comparison of the statics used by the detectors is
necessary. To this end, Fig. 6 shows the empirical distribution obtained on UCID
image database for R = 0 and R = 0.1 with the proposed test Λ̂, the WS and
the RS.

The results drawn in Fig. 6 permits understanding the importance of the image
content model. The WS detector relies on a basic autoregressive model which
fairly works for most images but fails for few. Hence, the distributions of WS
residuals exhibit heavy tails and outlier values under both hypothesis of cover
or stego images (see [3] for a thorough numerical analysis). These values explain
why one can not warrant a very low false alarm rate and a high power. On the
contrary, the proposed model of natural images permits an accurate estimation
of the cover which later prevents occurrence of most outliers. The distribution of
Λ̂ shown in Fig. 6 under null hypothesis H0 is close to the theoretically calculated
standard Gaussian ; this known distribution permits to meet a false alarm rate
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(b) ROC Curves for R = 0.1

Fig. 5. Comparisons of detectors : ROC curves for BOSS database
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Fig. 6. Comparisons of decision ROC curves for UCID database

constraint. Note that under (stego) hypothesis H1 the distribution of Λ̂ is not
Gaussian anymore because as defined in (23), result depends on the noise power
� which varies for each inspected image.

The proposed test Λ̂ and the WS have a very similar expression but funda-
mentally differ on cover estimation. Highly textured images are typically difficult
to analyse without an accurate model of image content. Importance of that point
is illustrated in Fig. 7. Thirty highly textured images have been analysed 1000
times with an additive Gaussian stationary noise with standard deviation σ=0.5.
Results are normalised to have the same theoretical mean. Fig. 8 shows that for
all images, the standard deviation does not change much between the WS (with
standard wl,m=(σl,m + 1)−1 or moderated wl,m=(σl,m+5)−1 weights) and the
proposed test Λ̂. However, the textured content of these images can not be ac-
curately estimated with a rather simple model. This causes a textured error of
content estimation which might result in a bias in the WS residual. On the con-
trary, the proposed image model allows an accurate estimation of image content
and thus prevents the occurrence of most spurious values which later avoid a
reliable decision.
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Fig. 7. Monte-Carlo analysis (Mean and standard deviation) of textured images

Fig. 8. Three of the thirty textured images used for Monte Carlo simulation

7 Conclusions

This paper made a first step to fill the gap between physical model of cover-
image and steganalysis. A local non-linear parametric model of natural images
is proposed based on the physical properties of acquisition. To estimate simply,
yet efficiently, the cover image content it is proposed to linearized the model.
The theoretical findings of the companion paper [22] are exploited to design an
almost optimal test, i.e. with a bounded loss of optimality. This allows a reliable
steganalysis as the proposed test permits to analytically predict and warrant a
false alarm constraint.

Numerical results on two image databases show the relevance of the presented
approach. Thanks to the accurate image model, the proposed test exhibits much
better performance for small false alarm rate.
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