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ABSTRACT
This paper investigates the reliable detection of information
embedded with the least significant bits (LSB) matching
scheme. It is aimed to design a test with analytically predictable error probabilities. To this end, the problem of
hidden information detection is cast in the framework of
hypothesis testing theory. In order to deal with nuisance parameters a rejection approach is used with a statistical model
of medium. The use of a linear parametric model permits to
analytically express statistical performance of proposed test.
Numerical simulations and comparisons with state-of-the-art
detectors highlight the relevance of proposed approach.
Index Terms— Information forensics; Detection theory;
LSB steganalysis; Nuisance parameters; parametric model.
1. INTRODUCTION AND CONTRIBUTIONS
Steganography and steganalysis have received an increasing
interest in the past decade. Therefore, it has become a crucial
and useful challenge to reliably detect media which contain
hidden information. In such an operational context, the detection of simple but commonly found steganographic scheme is
very important. The vast majority of downloadable steganographic tools insert the hidden information in the LSB plane.
Hence, many different methods have been proposed to detect
information hidden in the LSB of digital media, see [1] and
therein references. Among the two schemes which embeds
hidden data in the LSB plane, considerable progress have
been made in the detection of steganographic algorithm based
on LSB replacement. However, detection of information hidden using the LSB matching scheme remains a challenging
problem [2].
The detectors dedicated to LSB matching steganography
can be roughly divided into two categories. Most of the latest
detector are based on supervised machine learning methods
using targeted [2] or universal features [3]. On the opposite,
it has been observed that LSB matching acts as a low-pass
This work is partially supported by French National Agency (ANR)
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filter on medium histogram ; this finding lead to the family of
histogram based detectors [4, 5].
In the operational context described above, proposed steganalyzer must be immediately applicable without any training or tuning phase. For this reason, the use of machine
learning based detector is to proscribe. Moreover, the most
important challenge is to propose a detection algorithm with
analytically predictable error probabilities which remains an
open problem of machine learning. The histogram-based detectors are very interesting, but these ad hoc algorithms have
been designed with a limited exploitation of statistical cover
model and hypothesis testing theory. Hence, their statistical
performance can only be approximated by simulation on large
databases and only few theoretical results exist.
An alternative approach is to design a test with known theoretical properties by using decision theory with a model of
cover media [6]. To apply this approach in practice, the main
difficulty is to deal with content of media (samples expectation) which acts as nuisance parameters which prevents detection. The present paper investigates the design of a statistical
test when cover parameters are unknown. The original contribution is twofold: 1) the proposed approach explicitly takes
into account the nuisance parameters by using a linear parametric model of medium, and 2) the statistical performances
of presented test are asymptotically given explicitly. Numerical simulation and comparison with state-of-the-art detectors
show the relevance of proposed methodology.
The paper is organized as follows. The problem of
LSB matching steganalysis is stated in section 2. Section 3
presents the linear parametric model of cover medium. Based
on this model, the Generalized LRT is presented in section 4
and its statistical performance are established. Finally, section 5 presents numerical simulations and section 6 concludes
the paper.
2. LIKELIHOOD RATIO TEST (LRT) FOR TWO
SIMPLE HYPOTHESIS.
Let c={cn }N
n=1 be a vector representing a digital cover
medium of N samples. For most of uncompressed digital

media, each sample value cn ∈ Z = {0, . . . , 2b − 1} results
from the quantization :
cn = Q(yn ),

(1)

where yn ∈ R+ denotes the raw sample intensity recorded by
the acquisition device and Q represents the uniform quantization with unit step (integer part of yn ).
It is usually assumed that each sample value can be modeled
as an independent Gaussian random variables [6–8]:
yn = θn + ξn ∼ N (θn , σn2 ),

(2)

where θn is a deterministic parameter representing image
content, and ξn is a zero-mean Gaussian noise. For the shake
of definiteness, the expected vector θ = {θn }N
n=1 is assumed
to belong to a compact set Ω.
From equations (1) and (2) the probability mass function
(pmf) of cn can be written Pθn = (pθn [0], . . . , pθn [2b − 1]),
where for all k ∈ Z



Z k+ 12 
u−θn
k−θn
1
1
φ
φ
du ≈
. (3)
pθn [k] =
σn k− 12
σn
σn
σn
In this paper, φ denoted the standard Gaussian probability
−1/2
density function (pdf) φ(u) = (2π)
exp(u2 /2) and Φ denotes the standard
R u Gaussian cumulative distribution function
(cdf) Φ(x) = −∞ φ(u)du.
The LSB matching scheme consists in randomly incrementing or decrementing each sample value whose LSB differs
from the bit to be inserted. After embedding the message
m = (m1 , . . . , mM )T at rate R = M/N a short calculation shows that the pmf of cn can be written by QR,θn =
{qR,θn [0], · · · , qR,θn [2b − 1])}, where for all k ∈ Z [2, 4]


R
R
pθn [k]. (4)
q[k] = (pθn [k−1] + pθn [k+1]) + 1−
4
2
Let z={zn }N
n=1 denotes an inspected signal, which is either a cover or a steganographic medium. The hypothesis testing problem of steganalysis consists in choosing between:
(
H0 ={zn ∼ Pθn , θ ∈ Ω, ∀n=1, . . . , N }
H1 ={zn ∼ QR,θn , θ ∈ Ω, 0<R≤1, ∀n=1, . . . , N }
(5)
where θ ∈ Ω is a nuisance parameter.
The goal is to find a test δ : Z N 7→ {H0 ; H1 } which accepts
hypothesis Hi if δ(z) = Hi (see more details in [9]). Let


Kα0 = δ : sup Pθ (δ(z) = H1 ) ≤ α0
θ∈Ω

be the class of tests with an upper-bounded false alarm probability α0 . Here Pθ (A) stands for the probability of the event
A when zn is generated by Pθn for all n. The power function
βR,θ is the probability of hidden bits detection:
βR,θ = PR,θ (δ(z) = H1 ).

where PR,θ (A) stands for the probability of the event A when
zn is generated by QR,θn for all n.
When parameters R, θn and σn are known for all n ∈
{1, . . . , N }, the problem (5) is to choose between two simple hypothesis. In such a situation, it follows from NeymanPearson lemma [9, theorem 3.2.1], that the Likelihood ratio
test (LRT) is the most powerful (MP) test over the class Kα0 .
In [7] it is shown that the likelihood (LR) ratio is given by:





θn −zn
zn −θn
+
exp
. (6)
Λnp (zn ) = log exp
σn2
σn2
and that for any known embedding rate R and for any given
probability of false-alarm α0 , the power of the LRT is:
!
√
s0 −1
R N (m1 −m0 )
np
βR,θ = 1−Φ
Φ (1−α0 )−
. (7)
sR
sR
with mi and s2i the mean expectation and the mean variance
of the LR Λnp (zn ), see details in the companion paper [7].
However, in a practical situation, neither the embedding
rate R nor the cover medium parameters θn and σn are
known. In this situation, two difficulties occur. On the one
hand, the content of cover medium, represented by θ ∈ Ω
acts as a nuisance parameter because it has no interest to
solve the decision problem (5) while it defines the pmf under
both hypothesis. It is therefore necessary to design a statistical test which eliminates θ by explicitly considering this
nuisance parameter. On the other hand, due to quantization,
the existence of a UMP test, which maximize the power βR,θ
uniformly with respect to the rate R, is compromised. This
problem is outside the scope of this paper which mainly focus
on the presence of nuisance parameters θ. More details about
the impact of quantization on statistical performance of LRT
can be found in [6].
3. LINEAR PARAMETRIC MODEL OF COVER
MEDIUM
Most of digital media acquired with a recording device can be
represented as signals whose properties vary smoothly from
samples to samples. For instance, an image is blurred by the
optical system, hence, expectation of each column (or row) is
smooth or low frequency. Following the general methodology [10], it is proposed in this paper to use a local model of
cover medium. The inspected medium z is thus considered as
a set of K non-overlapping signals of L samples, with N ≈
KL [6]. Similarly to the scalar case (1) - (2), let define for all
k ∈ {1, . . . , K} the k-th vector zk = (zk,1 , . . . , zk,L )T as:
zk = Q(yk ) , yk = θ k + ξ k ∼ N (θ k , σk2 IL )

(8)

where the operation of uniform quantization Q is applied
on each samples individually, σk2 is the samples variance assumed constant on each segment and IL is the identity matrix
of size L × L.

The literature proposes a wide range of mathematical
model to locally approximate vectors θ k = (θ k,1 , . . . , θ k,L )T
of expectations. In the present paper, it is proposed to use the
following linear parametric model:

Let define the proposed “approximated” GLR test as follows:
(
PK b
b
H0 if Λ(Z)
= k=1 Λ(z
) ≤ τα0 ,
b
PK b k
δ=
(12)
b
H1 if Λ(Z)
= k=1 Λ(z
)
k > τα0 .

θ k = Hxk

The following theorem provides an asymptotic expression of
“approximated” GLR test δb parameters.

(9)

where H is a known full rank matrix of size L×p , p < L and
xk ∈ Rp is the nuisance parameter describing expectation of
signal zk . The p columns of matrix H span the subspace Ω
with, using the Cartesian product, Ω = ΩK .
The hypothesis testing theory is relatively well developed for
models such as (9). Indeed, such a model permits to reject the
nuisance parameters θk by using the theory of invariance. In
practice the rejection nuisance parameter rejection is usually
T
−1 T
done by using matrix P⊥
H because
H = IL − H(H H)
⊥
PH H = 0. Note that theory of invariance is used here but
formally holds for non-quantized observations [9, chap. 6].
For the numerical simulation presented in this paper, a polynomial of degree p−1 was used ; matrix H is thus given as:


1 1 ... 1
1
1 2 . . . 2p−2 2p−1 


T
(10)
H = . . .
..
.. 
 .. .. ..
.
. 
1 L . . . Lp−2 Lp−1
A more accurate model could be used for complex medium
such as images, but model (10) is simple and highlights
strengths and limits or proposed methodology, see section 5.
Let us denote Pθk = Pθk,1 × . . . × Pθk,L and QR,θk =
QR,θk,1 × . . . × QR,θk,L the pmf of vector zk under hypotheses H0 and H1 respectively. Clearly, by using the model (8)(9), definition of hypothesis in the problem (5) becomes
H0 ={zm ∼ Pθk , θ ∈ Ω} vs H1 ={zm ∼ QR,θk , θ ∈ Ω}.
4. PROPOSED TEST FOR DEALING WITH
NUISANCE PARAMETERS
One of the main goal of this paper is to design a statistical
test whose performance can be analytically calculated. In this
section, it is proposed to use the LR (6) with estimations θbk
and σ
bk . From model (8) - (9), a short algebra shows that the
maximum likelihood estimators (MLE) are given by:
2
kP⊥
H zk k2
.
θbk = H(HT H)−1 HT zk and σ
bk2 =
L−p

Theorem 1. Assuming that θ ∈ Ω, the decision threshold:
p
(13)
τbα0 = s0 Φ−1 (1 − α) + K(L − p)m0
asymptotically, as K → ∞, warrants that δb ∈ Kα0 .
Choosing the decision threshold τbα0 given in (13) the power
function βbR,θ associated with the test δb is given by



p
m1 −m0
s0 −1
Φ (1−α0 ) − R K(L−p)
βbR,θ = 1−Φ
sR
sR
(14)
with m0 , m1 , s0 and sR the two firsts moments of LR Λnp (Z)
defined in the companion paper [7, eqs. (9) and (10)].
Proof of theorem 1 is omitted due to the lack of space.
np
The comparison between power functions of LRT βR,θ
(6)
and ”approximated” GLR (due to quantization) βbR,θ (14)
shows that the loss of power is due to reduction of “free
parameters” from N ≈ K · L to K(L−p)
5. NUMERICAL RESULTS AND COMPARISON
This paper aims to design a test with analytically predictable
performance. Hence, figure 1 presents a comparison between
power of LR and GLR tests equations (7) and (14). Results
were obtained using a Monte Carlo simulation with 10 000
realizations each with K = 400, L = 32 and a polynomial
of degree p − 1 = 8. A zero-mean Gaussian noise ξn ∼
N (0, σ 2 ) , σ = {1.5; 2.25; 3.5} was added to signals before
insertion at rate R = 0.125. In figure 1, theoretical and empirical results are almost identical.
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One can note that the residuals can be written zk−θbk = P⊥
H zk .
Theory of invariance thus permits to reject nuisance parameters and write from (6) the “approximated” GLR (due to quantization) as:
"
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Fig. 1: Numerical simulation of theorem 1: comparison between theoretical and empirical detection performance.
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Fig. 2: Detection performance of LRT, proposed test and detectors proposed in [4, 5] for heartbeat sound.

This paper made a first step in the statistical detection of information hidden with the LSB matching scheme. A general
methodology is presented whose two main contribution are
the followings: first, the use a local linear parametric model
of medium content permits to reject the nuisance parameters
and, second, the statistical performance of proposed test are
analytically established.
This paper proposes to use a rather simple polynomial model
which is efficient for rather simple media but inaccurate for
complex media. However, even for more complex media the
proposed test outperforms state-of-the-art detectors.
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