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Abstract
This paper proposes a novel methodology to detect data hidden in the least significant bits of a natural image. The goal is twofold:
first, the methodology aims at proposing a test specifically designed for natural images, to this end an original model of images
is presented, and, second, the statistical properties of the designed test, probability of false alarm and power function, should be
predictable.
The problem of hidden data detection is set in the framework of hypothesis testing theory. When inspected image parameters are
known, the Likelihood Ratio Test (LRT) is designed and its statistical performance is analytically established. In practice, unknown
image parameters have to be estimated. The proposed model of natural images is used to estimate unknown parameters accurately
and to design a Generalized Likelihood Ratio Test (GLRT). Finally, the statistical properties of the proposed GLRT are analytically
established which permits us, first, to guarantee a prescribed false-alarm probability and, second, to show that the GLRT is almost
as powerful as the optimal LRT. Numerical results on natural images databases and comparison with prior art steganalyzers show
the relevance of theoretical findings.
Keywords: Image Parametric model, Statistical hypothesis test, Steganalysis, Local non-linear model, Nuisance parameters,
Digital forensics.
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Information hiding concerns the transmission of a secret
message buried in a host digital medium. It has received increasing interest in the last decades driven by the large number of ensuing applications such as watermark-based authentication and fingerprint tracing. Unfortunately, malicious uses of
data hiding have also emerged; the “prisoners problem” [43]
exemplifies such a use of steganography. Alice and Bob, two
prisoners, communicate by imperceptibly embedding a secret
message M into a cover-object C to obtain an innocuous looking stego-object S, which is then sent through a public channel.
Wendy, the warden, examines all their communications in order
to detect whether the inspected object, denoted Z as it can be a
cover-object C or a stego-object S, contains a secret message M
or not. With many tools available in the public domain, steganography is within reach of anyone. It is thus crucial for security
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forces to detect efficiently data hidden within a (possibly very
large) set of media.
1.1. State of the Art
Among the wide range of steganographic schemes proposed
in the past decade, the vast majority insert the (binary) message M in the Least Significant Bits (LSB) plane of the cover
medium [4, 13]. More precisely, two embedding functions have
been widely studied: LSB replacement and LSB matching (or
±1 embedding). The LSB replacement method consists in substituting cover medium LSB by bits of secret message. The
LSB matching scheme has been proposed as an improvement
on LSB replacement; when the hidden bit to be inserted does
not match the LSB of cover medium sample, it is proposed to
randomly increment or decrement cover sample value.
Note that many methods have been proposed to improve the
embedding security, see [33, 38, 50] and the references therein.
Because those methods rely on LSB replacement or LSB
matching embedding functions, efficient and reliable detection
of these two basic schemes remains at the heart of steganalysis.
In the present paper it is assumed that the embedding algorithm
is unknown but relies on the LSB replacement method. This
method is simple, easy to implement and is used in about 70%
of available steganographic software on the Internet [22]. In
the literature, many different algorithms have been proposed to
detect LSB replacement steganography, see [4, 13] and the references therein. These methods can be roughly divided into the
four following categories [4]:
1. Hypothesis-theory-based detectors include only a few
works [12, 14, 17, 48, 51]. Although the statistical properties of those tests can be analytically established, they
lack an accurate cover image model which results in overall poor detection performance.
2. Structural detectors aim at detecting specific modifications due to the parity structure of the LSB replacement using local pixels’ correlation. While these detectors are efficient [15, 20, 28, 32] they rely on empirical pixel correlation models and do not exploit statistical methods. Hence,
their performance remains analytically unknown.
3. Similarly, Weighted Stego-image detectors (WS) achieve
an overall good performance [19, 29]. However, they rely
on a local autoregressive image model, which is obviously
simplistic, and their statistical properties have not yet been
analytically established.
4. Lastly, blind detectors, which rely on machine learning,
have recently been widely developed [21, 30, 37, 45] and
achieve very accurate classification. As in all applications
of supervised learning, a difficult problem is choosing an
appropriate features set. Moreover, the issue of establishing classification error probabilities remains open in the
framework of statistical learning [39]. Besides, blind detectors are very sensitive to the cover source mismatch [2]
problem; hence, one needs images from the same camera
to correctly train the classifier and such data might be impossible to access.

2

1.2. Contributions and Organization of this Paper
The performance of a steganalyzer is usually only evaluated
using simulation on a large database but is seldom formally
established. In practice, this is a major drawback because in
an operational context, the most important and difficult challenge is to guarantee a prescribed false-alarm probability without which, the inspection of a large set of images is very difficult. This is the main goal of this paper and it can only be
achieved using an accurate image model for an accurate assessment of the proposed detector properties. In fact, the more accurate the image is, the less modeling error will impact the ensuing test and the more reliable the detector will be. However,
in the field of steganalysis the use accurate models reflecting
the statistical properties of natural images have not yet been
proposed. The few prior works that apply hypothesis testing
theory for establishing the statistical performance of detectors
use rather simplistic image models. More precisely, the first
works that cast the problem of steganalysis within the framework of hypothesis theory and established the statistical properties of the proposed test is based on the simplistic assumption
that all the pixels share the same expectation and the same variance [14]. Our previous works [6, 7, 17, 48] proposed to use
a model in which pixels have different expectations, but this
expectation is modeled with a simplistic piecewise-polynomial
model.With the same model some priors works [10, 12, 52]
study analytically the impact of quantization of detectors performances. However, a piecewise-polynomial model is obviously simplistic and, hence, even though for most images the
detectors perform well, for a significant proportion of images
the obtained results do not match with the established ones.
It should be highlighted that dealing with such complex objects
as images is difficult because 1) the statistical properties of pixels change within an image and 2) the unknown expectation
of pixels acts as a nuisance parameter which prevents the construction of reliable detectors and 3) the hidden information is
embedded in pixels LSB, hence, the modifications it is aimed at
detecting are very small.
To address these difficulties, a novel methodology is proposed
in the present paper. This methodology essentially relies on hypothesis testing theory and uses an accurate and original model
adapted to natural images that allows, in practice, a precise assessment of the proposed detector properties, see Figure 1. The
main contributions of the proposed methodology are the following:
1. A local adaptive model of expectation of pixels, that is
adapted according to the local content of each area of an
image, is proposed to take into account the specificity of
natural images, such as textures, edges and non-stationary
blur (which usually changes over the whole image). By
using this accurate image model, hidden data detection is
made independent of the expected value of pixels, which
is a complex nuisance parameter.
2. This model is non-linear with respect to some parameters
describing the edges of natural images. Hence, an original
methodology is proposed to “linearize” this model. This
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Figure 1: Illustration of both steganography and steganalysis
problems.
linearisation involves approximation error which is upperbounded.
3. The problem of hidden data detection is set in the framework of hypothesis testing theory. Thanks to the proposed
linearized model, a statistical test with analytically established performance is proposed. This permits us to guarantee, in practice, a prescribed false-alarm probability and,
to show that the power of the proposed test almost reaches
the theoretical upper bound.
4. Finally, the application of the proposed methodology is
computationally efficient because the goal is to detect hidden information among a large set of natural images.
The paper is organized as follows. Section 2 formally states
the problems of steganalysis as a statistical hypothesis testing
problem and presents the optimal Likelihood Ratio Test (LRT)
in the theoretical context where distribution parameters, namely
expectation and variance, of all the pixels are known. In practice an accurate model in required to estimate those parameters
and, hence, Section 3 describes the local adaptive model of natural images proposed in this paper. This model is based on the
analysis of the whole image acquisition pipeline and is locally
adapted to take into account the blur edges of each image area.
Then, Section 4 presents the Generalized LTR (GLRT) which
exploits the proposed image model to estimate efficiently the
expectation and the variance of pixels. This test do not required
any prior knowledge, contrary to the LRT, and hence can be
used in practice. The performance of the proposed GLRT is also
established. The strengths and the limitations of the proposed
local adaptive model are discussed in section 4.1. Numerical
results and comparisons with other steganalyzers are presented
in Section 5. Section 6 concludes the paper.
2. Steganalysis Problem Statement and Theoretical Optimal Test
2.1. Statistical model of Cover and Stego Images
Let Z = {zm,n }(m,n)∈Z be the inspected image of M × N pixels
and let Z = {1, . . . , M} × {1, . . . , N} ⊂ N2 . In this paper, the
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color channels are processed individually, Z is thus considered
as a grayscale image. Usually, b bits are used to quantize pixels
value, zm,n thus belongs to the discrete set I = {0, 1, . . . , 2b − 1}
of grayscale values. As described in [18, 24], each recorded
pixel value can be decomposed as:
zm,n = Q∆ (θm,n + ξm,n )

(1)

where the uniform quantizer Q∆ : R 7→ I = {0, 1, . . . , 2b − 1}
with step ∆ is given, neglecting censoring effects, as:
∀i ∈ I , Q∆ (x) = ∆i ⇔ x ∈ [i∆ − ∆/2; i∆ + ∆/2) .
The value θm,n represents the expectation of pixel zm,n . For the
sake of clarity, let us define θ = {θm,n }(m,n)∈Z the expectation of
all the pixels. The value ξm,n represents all the noises corrupting the pixel zm,n . As discussed in [18, Eq. (1)], the ξm,n ’s are
some realizations of statistically independent Gaussian random
variables Ξm,n ∼ N(0, σ2m,n ), whose variances σ2m,n > 0 change
from pixel to pixel, mainly due to the photo-counting Poissonian process [18, 24]1 .
Let the probability mass function (pmf) of pixel zm,n be denoted Pθm,n = {pθm,n [0], · · · , pθm,n [2b − 1]}, where, for all i ∈ I
the probability P[zm,n = i|θm,n , σm,n ] = pθm,n [i] is:
1
∆(i+ 2 )

!
!
x − θm,n
x − θm,n
∆
dx
≈
.
φ
1
σm,n
σm,n
σm,n
∆(i− 2 )
(2)
Here φ(u) = (2π)−1/2 exp(−u2 /2) denotes the standard Gaussian
probability density function (pdf) and the last equality in (2)
results from the fact that, in this paper, it is assumed that the
quantization step is small compared to noise variance, see [10,
12, 52] for details.
The LSB replacement steganographic scheme consists in embedding secret message M ∈ {0, 1}` by substituting the LSB of
cover image pixels. Let the payload R, sometimes referred to
as the payload, be the number of hidden bits per cover image
`
pixel R = MN
. The modification of the pmf Pθm,n due to hidden
bits insertion can be modeled thanks to the two following assumptions commonly used in steganalysis [11, 14, 17, 20, 51]:
1) the message is compressed and/or cyphered before being
sent, thus each hidden bit of the message M can be 0 or 1
with the same probability and 2) the insertion locations in the
cover-object are chosen pseudo-randomly using a secret key.
With these assumptions, a short algebra shows that the pmf
of zm,n after insertion with payload R can be written QRθm,n =
{qRθm,n [0], · · · , qRθm,n [2b − 1]}, where for all i ∈ I the probability
qRθm,n [i] is given by:
1
pθm,n [i] =
σm,n

Z

φ

qRθm,n [i] = (1 − R/2) pθm,n [i] + (R/2) pθm,n [ei],

(3)

1 Note that noise values are statistically independent, but of course expected value of neightbooring pixels value are related because is usually change
smoothly from pixel to pixel. In addition a detailed study on noise in digital
camera can be found in [25, Chap. 6.4] and in [26, Chap. 7]. A correlation
during charge transfert may exists in CCD, but thanks to recent technological
developpement, such as burried channel, those noise can be neglected.
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where ei = i + (−1)i is the integer i with LSB flipped [19]. Note
that (3) is a mixture distribution which captures the fact that pixels are not modified with probability (1 − R/2) and are modified
to hide a secret bit with probability R/2, see [14].
2.2. Hidden Information Detection Problem Statement
When inspecting a given image Z, in order to detect hidden
data, the problem consists in choosing between the two following hypotheses H0 : “all the pixels zm,n follow the distribution
Pθm,n ” and H1 : “all pixels zm,n follow the distribution QRθm,n "
which can be written formally:



H0 ={zm,n ∼Pθm,n , ∀(m, n) ∈ Z, θ ∈ R+MN }
(4)


H1 ={zm,n ∼QRθ , ∀(m, n) ∈ Z, ∀R > 0, θ ∈ R+MN }.
m,n
A statistical test is a mapping δ : I MN 7→ {H0 ; H1 } such that
hypothesis Hi is accepted if δ(Z) = Hi (see [31] for details).
As previously explained, this paper focuses on the NeymanPearson bi-criteria approach: minimizing the missed-detection
probability for a guaranteed false-alarm probability. Let:








Kα0 = 
δ : sup PH0 [δ(Z) = H1 ] ≤ α0 
,
(5)


 θ∈RMN

+

be the class of tests with a false alarm probability upperbounded by α0 . Here PHi (A) stands for the probability of event
A under hypothesis Hi , i = {0, 1}, and the supremum over R+MN
has to be understood as whatever the expected value of pixels
might be in order to guarantee a false-alarm probability even
for the worst case of inspected image.
Among all the tests in Kα0 , it is necessary to find a test δ which
maximizes the power function, defined by the correct detection
probability:
βδ = PH1 [δ(Z) = H1 ],
(6)
which is equivalent to minimizing the missed-detection probability α1 (δ) = 1 − βδ . Ideally, the test δ should maximize the
power function βδ whatever the expectation of pixels θ and the
payload R might be.
The greatest difficulty is due to the fact that in practice the parameter θ is unknown. The expected value of pixels θ acts as a
nuisance parameter since it does not play any role in the detection problem considered (4) while it appears in pixel statistical
model (2) - (3). Hence it is necessary to design a test, namely
a Generalized Likelihood Ratio Test (GLRT), which takes into
account this nuisance parameter in order to make a decision independently of the expected value of pixels.
However, it is well-known that the estimation of θ remains an
open problem of image processing. Moreover, the image model
used to estimate θ must be accurate enough to be sensitive to
small changes caused by data hiding in pixels LSB, and, must
also allow the establishing of ensuing GLRT statistical properties, to guarantee a fixed false-alarm probability.
2.3. Theoretical Most Powerful LR Test
In the rest of this paper, an image will be analysed by gathering small sets of L non-overlapping pixels, denoted zk =

4

(zk,1 , . . . , zk,L )T , k ∈ {1, . . . , K} where K is the number of
“blocks”. Using such segments, the problem of steganalysis
can be rewritten as a choice between the following hypotheses:



H0 ={zk ∼Pθk , ∀k=1 . . . , K, θ ∈ R+MN },
(7)


H1 ={zk ∼QR , ∀k=1. . ., K, ∀R ≥ 0, θ ∈ R+MN }.
θk
where Pθk = Pθk,1 × . . . × Pθk,L and QRθk = QRθk,1 × . . . × QRθk,L
respectively denote the distribution product of pixels from the
k-th segment under hypotheses H0 and H1 respectively.
Let the so-called “insertion-to-noise ratio” % (INR), on which
the performance of the proposed test depends, be defined as
follows:
%=

R ∆
·
2 σ̄

K

with

L

1
1 XX 1
=
.
K L k=1 l=1 σ2k,l
σ̄2

(8)

When R, θ and σk,l (for all k and l) are known, problem (7) is
reduced to a statistical test between two simple hypotheses. In
such a case, the Neyman-Pearson Lemma [31, theorem 3.2.1]
states that the most powerful test in the class Kα0 (5) is the LRT
defined as:

PK


H0 if Λlr (Z) = k=1 Λlr (zk ) < τlr ,
lr
δ (Z) = 
(9)
PK

H1 if Λlr (Z) = k=1
Λlr (zk ) ≥ τlr ,
where, as detailed in the Appendix A.1, the LR Λlr (Z) can be
approximated by:
L
K
zk,l )(zk,l −θk,l )
σ̄ X X (zk,l − e
+ o(%2 )
Λlr (Z)= √
√
2
K k=1 l=1
σk,l L

(10)

where, as in (3), ei = i + (−1)i is the integer i with LSB flipped,
σ̄ is defined in Equation (8) and the notation x = o(y) means
x/y tends to 0 as y tends to 0. The following Theorem 1 establishes the statistical property of Λlr (Z). This theorem is based
on the asymptotic approach, that K → ∞, and on the Lindeberg’s central limit theorem (CLT) [31, theorem 11.2.5] which
here is clearly relevant due to the very large number of pixels in
natural images.
Theorem 1. Assuming that the statistical model of pixels (2)
holds and that parameter θ is known, it follows from the
CLT [31, theorem 11.2.5] that the LR Λlr (Z) satisfies:



N (0 ; 1)
under H0
Λlr (Z)
 √

(11)


lr
Λ (Z)
N % κ ; 1+ζ under H1
where κ = KL, ζ = σ∆ % R2 (1 − R2 ) represents the slight increase of
variance due to data hiding, and,
denotes the convergence
in distribution as K tends to infinity.
Corollary 1. It follows from the Theorem 1 that for any α0 ∈
]0; 1[ the decision threshold:
τlr = Φ−1 (1 − α0 )

(12)

asymptotically, as K → ∞, guarantees that PH0 [Λlr (Z) > τlr ] =
α0 so that the LRT δlr (9) is in the class Kα0 .
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Corollary 2. Choosing τlr = Φ−1 (1 − α0 ) as given in (12), it
follows from the Theorem 1 that the power function associated
with the LRT δlr (9) is asymptotically given by:
√ !
τlr − % κ
βlrδ (%) = 1 − Φ
.
(13)
1+ζ
Proof. The proofs of Theorem 1 and Corollaries 1-2 are given
in Appendix A.
It√ should be noted that thanks to the normalization factor
σ̄/ K·L, see Equation (10), the decision threshold τlr does not
depend on image parameters. Hence, for any inspected image
the same threshold allows us to guarantee a prescribed falsealarm probability α0 . In addition, the power function (13) can
be used as an upper-bound for the power one can expect from
any detector (see details in Appendix A.2) and particularly permits the understanding of the impact of pixels variance, quantization step and payload on data hiding detectability.
3. Parametric Model of the Expected Value of Pixels in Natural Images

5

constitutes a major drawback in the inspection of a large set of
images. Hence, to overcome these difficulties, the exploitation
of an image model in one-dimension (1D) is proposed. To this
end, the scene domain X is decomposed into K non-overlapping
domains, referred to as segments. For clarity, in this paper each
segment is extracted from a horizontal line of the scene (the
approach can be easily extended to any direction at the cost of
more complicated notations). In practice, each segment corresponds to L contiguous pixels, see Figures 3 and 4. Let bk (x)
be the local radiance function over the k-th segment, which can
be noted bk (x) = B(x, yk ) , x ∈ [xk,min ; xk,max ]. From the scene
model (14), bk is a piecewise continuous function (continuous
except across patches boundaries) and thus admits the following decomposition [3]:
(s)
bk (x) = b(c)
k (x) + bk (x),
(s)
where b(c)
k is continuous and bk is the singular part. The func(s)
tion bk is piecewise constant and hence can be written:

=

b(s)
k (x)

rk
X

uk,d 1R+ (x−tk,d ),

(15)

d=1

3.1. Scene Model in Two-Dimension
In the present paper, the color channels are processed individually, hence, the spectral properties of light are ignored. A
scene is well characterized by its (photons) radiance, within the
visible wavelengths, denoted B(x, y) where (x, y) ∈ X ⊂ R2 are
the continuous coordinates of the imaged scene. The model of
B(x, y) used in this paper is inspired from [3, 35, 36] and depicted in Figure 3. Roughly speaking, the scene is modeled as a
tessellation of NO different patches (the different objects composing the scene). From the physical properties of light emission, one can expect that the following properties hold true:

with rk the number of discontinuities in the k-th segment and
1R+ the indicator function of the set R+ . The parameters uk,d
and tk,d characterize, respectively, the intensity and the location
of the d-th discontinuity in the k-th segment.
Then the image goes through the camera optical system, which
can be locally modeled by a convolution kernel, the point spread
function (PSF). In this paper, it is assumed that the PSF can be
represented by an isotropic function denoted:
!
u
v
1
h
,
; 1 . (16)
h(u, v; ςpsf (x, y)) = 2
ςpsf (x, y) ςpsf (x, y) ςpsf (x, y)

1. Each patch Oi , i ∈ {1, . . . , NO }, is associated with a domain Di over which the radiance B(x, y) varies smoothly.
2. The radiance is discontinuous across (most) domain
boundaries.

The notation h(u, v; ςpsf (x, y)) is adopted here to emphasize the
non-stationary nature of the PSF: the blur or scale parameter
ςpsf (x, y) changes over the all image plane (due to out-of-focus
blur, aberrations, etc. ...). From the linearity of convolution,
it follows that the energy reaching the sensor plane on the k-th
segment is given by:

More formally, it follows from the previous properties that a
general model of the scene radiance B(x, y) is given by:
B(x, y) =

NO
X

Ik (x) = Ik(c) (x) + Ik(s) (x),
Bi (x, y) 1Di (x, y),

(14)

i=1

where Bi (x, y) are continuous real functions over Di and 1Di
is the indicator function of the set Di ⊂ X. Each sub-domain
Di is delimited by a boundary over which the radiance exhibits
discontinuities: the edges present in the image [35, 36].
3.2. Model of the Expected Value of Pixels in One Dimension
As explained in Subsection 3.1, the image domain X is made
of different patches, associated with domains Di , which generally exhibit complex geometry. The design of an accurate twodimensional (2D) model of such regions is a difficult problem.
Moreover, a large computational time is usually required to process images with an accurate 2D model. Consequently, this

(17)

where Ik(c) (resp. Ik(s) ) corresponds to the convolved continuous
(resp. singular) part of radiance bk . The following Proposition 1
provides a model of the singular part Ik(s) . In the following, F(u)
denotes the 1D unit step response function of the convolution
kernel f1 (with unit blur parameter):
F(x) =

Zx Z
h(u, v; 1) dv du.
−∞

R

Proposition 1. For a scene modeled by (14) and an isotropic
PSF (16) the function Ik(s) (x) is given as:
Ik(s) (x)

rk
X

!
x − tk,d
=
uk,d F
,
ςk,d
d=1

(18)
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Figure 2: Illustration of proposed 1D model of a 2D scene.
where ςk,d = ςpsf (tk,d , yk )/ cos(ψk,d ) and ψk,d ∈ [− π2 , π2 ] is the
angle between the local normal to the discontinuity at position
(tk,d , yk ) and the analyzed segment, see Figure 3.
Proof. Proof of Proposition 1 is given in Appendix B.
On the contrary, the function Ik(c) results from the convolution
between b(c)
k and the PSF h and, hence, is assumed to be very
smooth or low frequency. Consequently, it can be accurately
modeled by an algebraic polynomial of degree p − 1. Such a
piecewise polynomial model of smooth image areas has already
been proposed in [1, 27, 42] to design image coding and/or image compression methods and in [8, 9] for anomaly detection
in radiographic images.
Finally, the energy reaching the sensor Ik is finally integrated
over the surface of photo-sensor cells, during exposing time τ.
Using the piecewise polynomial model of the continuous part
Ik(c) , it follows from Equations (17) and (18) that after the spatial sampling, the pixels expectation θ is given by:
θk (x) = τ

p−1
X
j=0

sk, j x j + τ

rk
X

uk,d f(x; ηk,d ),

(19)

d=1

where sk, j are the polynomial coefficients representing the continuous part, ηk,d =(tk,d , ςk,d ) is the d-th discontinuity parameter,
and
!
Z x+ wx
2
ν − tk,d
f(x; ηk,d )=
F
dν ,
(20)
ςk,d
x− w2x
with w x the pixels or photo-cells width.
We now describe the algebraic model of the expectation of k-th
segments θk = (θk (x1 ), . . . , θk (xL ))T from Equations (19) - (20).
Recalling that each segment corresponds to L contiguous pixels, and denoting ηk = (ηk,1 , . . . , ηk,rk ) all the discontinuities parameters of k-th segment, the expected value of k-th segment’s
pixels θk is given by:
θk = Hsk + F(ηk )uk = G(ηk )vk .

(21)

0
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x

Figure 3: Illustration of proposed local model of the expected
value of pixels in 1D, θk (x), for an image made of different
patches associated with domains Di .

Here, H is the matrix of size L × p whose element (i, j) is xij−1 ,
it represents the polynomial modeling the continuous part and
sk are the coefficients. On the contrary, the discontinuities are
modeled by the matrix F(ηk ) of size L × rk whose element (i, d)
is f(xi ; ηk,d ) and uk is the linear parameter representing intensity

of discontinuities. It is obvious that G(ηk ) = H | F(ηk ) and
vk = (sk , uk )T .
It worth noting that the polynomial model remains the same for
every segment, hence the matrix H is identical for every k. On
the contrary, each discontinuity depends on location and scale
parameter ηk,d =(tk,d , ςk,d ), for this reason the notation F(ηk ) and
G(ηk ) is adopted to emphasize that those matrix depend on ηk In
the following, θ = (θ1 , . . . , θ K ) denotes all the expected pixels
value. It depends on both the linear parameters v1 , . . . , vK and
the non-linear parameters η1 , . . . , ηK .
Remark 1. This paper investigates the reliable detection of
data hidden in a digital raw (unprocessed) image. The postacquisition enhancement processes are thus out of the scope of
this paper, see [47] for a detailed study. However, the proposed
model of the expected value of pixels is sufficiently general to
model accurately uncompressed rendered images (which have
gone through the post-acquisition processing pipeline).
Remark 2. For the sake of definition, calculations of Section 4 and numerical results of Section 5 are based on a twodimensional Gaussian
PSF defined by:  h(u, v; ςpsf (x, y)) =

−1 −2
2
(2π) ςpsf (x, y) exp −(u + v2 )/2ςpsf (x, y) .
The numerical results presented in Section 5 show that the use
of a Gaussian blur model permits the design of a powerful statistical test for hidden data detection, but another PSF can be
used at the cost of calculations detailed in Appendix C.
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Figure 4: Example of the proposed model exploited to locally estimate, over segments, the expectation and the variance of pixels
(only the green channel is used for readability). For comparison the magenta dashed line illustrates the results obtained without
considering discontinuities, that is using only a polynomial model represented by matrix H.
4. Almost Optimal Steganalysis with Proposed Local Adaptive Model
In practice, the expectation parameter θ is unknown. In such
a situation a usual solution consists of replacing the unknown
values by their Maximum Likelihood Estimation (MLE) to design a Generalized Likelihood Ratio Test (GLRT). However, if
the design of a GLRT is straightforward, it is necessary to statistically study the MLE estimation of unknown parameters to
analytically establish GLR performance. To address this difficulty, the proposed image model is exploited in this paper. It
should be noted that to exploit the proposed image model (21),
the greatest difficulty is due to the fact that θ is non-linear with
respect to the ηk ’s. Hence is it necessary to design a statistical test which eliminates θ by explicitly taking into account
this non-linearity. For the sake of clarity, it is assumed that
each segment zk has at most one discontinuity. The case of
several discontinuities (provided that their number is not too
high) can be treated similarly. It is also assumed that an estimate b
ηk = b
ηk,1 = (tˆk,1 , ς̂k,1 ) is available for each discontinuity
(if present) such that E[kηk −b
ηk k22 ]≤ϑ where ϑ is a small positive constant. The literature proposes many methods which give
such estimates, e.g. [3, 34]. Adapting the linearization methodology described in [40, Chap.4], a first-order Taylor expansion
of F(ηk ) around b
ηk , permits, from Equation (21), the writing of:
θk = Hsk + uk F(b
ηk ) + Ḟ(b
ηk )uk (ηk −b
ηk ) + o(ϑ2 )

(22)

where Ḟ(b
ηk ) is the Jacobian (L×2)-matrix of F(b
ηk ) whose i-th
row is
!
∂f(xi ;b
ηk ) ∂f(xi ;b
ηk )
.
∂ς̂k,1
∂tˆk,1
This yields the linear local adaptive model:


θk = Ġ(b
ηk )wk + o(ϑ2 ) with Ġ(b
ηk )= H | F(b
ηk ) | Ḟ(b
ηk )
and wk =(sk , uk , uk (ηk −b
ηk ))T . The originality of the proposed
method is to take into account the potential error on estimation
of parameter of each discontinuity by adding in the model of

expectation of segment θk derivatives of F(b
ηk ) with respect to
discontinuity parameter b
ηk . Roughly speaking, this corresponds
to linearizing the model around the estimated value b
ηk .
For clarity and simplicity, it is assumed in the present paper that
the variance of pixels is constant over each segment. Hence, θk
can be estimated by the following Maximum Likelihood Estimation (MLE):
−1

b
ηk )T Ġ(b
ηk ) Ġ(b
ηk )T zk = PĠbη zk .
θk = Ġ(b
ηk ) Ġ(b

(23)

k

In addition, when the variance of k-th segment σk is unknown,
it is proposed to use the MLE given by:
b
σ2k = k(IL − PĠbη ) zk k22 = kP⊥Ġ zk k22 .
k

(24)

b
ηk

−1

ηk )T Ġ(b
ηk ) Ġ(b
ηk )T and P⊥Ġ
Here PĠbη = Ġ(b
ηk ) Ġ(b
k

b
ηk

= IL −

PĠbη respectively represents the orthogonal projector onto the
k

p + 3rk dimensional subspace spanned by Ġ(b
ηk ) and its complement in RL .
By replacing those estimation in the LR (10) the proposed
Generalized Likelihood Ratio Test (GLRT) is defined by:



H0 if Λglr (Z) < τglr ,
δglr = 
(25)

H1 if Λglr (Z) ≥ τglr ,
where the Generalized Likelihood Ratio (GLR) is:
K
L
zk,l )(zk,l −b
θk,l )
σ̄ X X (zk,l − e
Λglr (Z)= √
+ o(%2 )
p
2
K k=1 l=1 σk,l L− p−3rk

(26)

and b
θk,l is the estimation of θk,l .
Theorem 2 establishes the statistical property of Λglr , which is
based on the estimation b
θk using the proposed linearized local
adaptive model of images.
Theorem 2. Assuming that the statistical model of pixels (2)
holds and that all the expectation vectors θk are defined by (21),
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then it holds from the CLT that:



N (0 ; 1+b)
under H0
Λglr (Z)
 √



Λglr (Z)
N % b
κ ; 1+ζ +b under H1

(27)

PK
where, as in (11), ζ = σ∆ % R2 (1 − R2 ), b
κ = K(L − p) − 3 k=1
rk
is the number of “free parameters“ and b is an unknown bias
verifying:
o(ϑ2 )
def.
0≤b≤ 2
= bmax
(28)
σ̄ (L− p−3)
with bmax defined in Appendix C.2, Equation (C.9).
Corollary 3. Assuming that the model of image (21) holds, then
it follows from the Theorem 2 that the decision threshold:
p
τglr = Φ−1 (1−α0 ) 1+bmax
(29)
asymptotically, as K → ∞, guarantees that PH0 [Λglr (Z) >
τglr ] = α0 so that proposed test satisfies δglr (Z) ∈ Kα0 .
Corollary 4. Choosing τglr as given in (29), it follows from the
Theorem 2 that the power function associated with test δglr (25)
is asymptotically bounded by:


√ 
√ 
 τglr −% b
 τglr −% b
κ 
κ 
glr


1 − Φ 
(30)
 ≤ βδ (%) ≤ 1 − Φ 

1+ζ +bmax 
1+ζ 

8

over all the segments should be close to 4. The results given
in Table 1 show that the mean estimated variance is close to
this expected value and, again, tends to be slightly different for
much textured images. This highlights the accuracy of the proposed model and the relevance of the proposed methodology.
Remark 3. It should be noted that the proposed GLRT is
slightly simplified as the ML estimation of R is not considered.
In fact this parameter is difficult to estimate precisely and is assumed to have no influence on the estimation b
θ (23) because
data hiding does not change the expectation of pixels. However, the slight increase of variance due to data hiding is taken
into account in the proposed test through the term ζ, see Equations (11), (13), (27), (30) and Appendix A.2 for details.
Remark 4. The proposed statistical test fundamentally differs
from the LRT proposed in [14] which relies on the assumption
that pixels are i.i.d. On the contrary, in this paper pixels are
modeled as random variables with different expectations and
variances. This permits us to explicitly take into account the
expectation of pixels θ as a nuisance parameter. However, this
paper focuses on raw images for which pixels can be accurately
considered as independent [18, 24]. After post-acquisition processes this may be not exact and may make the proposed test
suboptimal.
Second, the proposed GLRT is similar to the test proposed
in [12, 17, 51] and to WS detectors [19, 29] which rely on the
following quantity [29, Eq. (2)]:

Proof. The proof is given in Appendix C.
The comparison between the bounds in (30) and the optimal
glr
power function βlrδ shows that the loss of optimality of βδ is
due to the two following reasons. First, the linearization (22)
involves the use of matrix Ġ(b
ηk ) instead of G(ηk ). Since this
matrix Ġ(b
ηk ) has more columns than G(ηk ), the smaller number
of “free parameters” degrades the quality of the estimate. Next,
the linearization (22) causes an error of approximation due to
neglected higher order terms. This produces the bias b in the
asymptotic approximation of the power function. Fortunately,
provided that r and bmax (or ϑ) are sufficiently small, the test
δglr (Z) performs almost as well as δ(Z).
The loss of optimality of the test δglr (Z) highlights a general
problem of image modeling; a compromise has to be found between a model with a small number of parameters, to keep b
κ
close to κ, and a good approximation, to keep bmax as small as
possible.
In order to provide quantitative information on the bias of variance b in practice, Table 1 presents numerically measured values of the standard-deviation of the GLR Λglr (Z) for a few testimages. As
√ shown in Equation (27), this standard-deviation
equals to 1 + b. These results show that, as discussed in Section 4.1, the quantity b is larger for much textured images (such
as baboon or fingerprint), but it remains acceptable. In addition, Table 1 also provides information on the accuracy of estimated variance. These test-images have been inspected through
a Monte-Carlo simulation with addition of a white Gaussian
noise with σ2 = 4. Hence, it is expected that if the estimation
of noise variance is accurate, the mean of estimated variance

K P
L
P
k=1 l=1

1
(zk,l − e
zk,l )
ωk,l
z}|{
z}|{
±1

weights

(zk,l −b
zk,l ),
z }| {

(31)

residuals

where ωk,l is, roughly speaking, a weighting of pixels depending on their noise level. However, the present paper focuses on
the use of a local adaptive model of natural images. As shown
in Section 5, this permits the guaranteeing of a false-alarm rate
and provides a higher power function.
Finally, the proposed local adaptive image model, together with
hypothesis testing theory, can potentially be used for the detection of other embedding schemes: a first step has been done towards the statistical detection of LSB matching using hypothesis testing theory in [6, 7] but using simplistic models of image.
Table 1: Empirical mean of bias of variance b and estimated
variance for classical test-images; Monte-Carlo simulation with
1 000 repetitions and a white Gaussian noise with σ = 2.
Std of Λglr (Z),
√
or 1 + b, see Eq. (27)

Mean estimated

Baboon

0.314

2.14

Barbara

0.241

2.09

Boat

0.149

2.02

Fingerprint

0.215

2.06

Lena

0.178

2.01

Test image

noise std
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(a) Graphical illustration of GLR Λglr (zk ) statistical properties (27) : theoretical and empirical results.
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(b) Comparison between the theoretical and the empirical false-alarm
probabilities from the BOSS database [2] and with baboon test image.

Figure 5: Illustration that the proposed test, based on the proposed Local Adaptive Model (LAM), in practice fits almost perfectly
with the theoretically established properties.
4.1. Strengths and Limits of the Proposed Model
Before presenting the numerical results of the proposed
methodology, let us briefly discuss the strengths and the limits of the proposed model. The main strengths of the proposed
model, in the framework of hypothesis testing, are hereby summarized.
1. To efficiently estimate the expectation and the variance of
pixels it is necessary to use a local model, like the one proposed, for the following reasons. First, the assumption that
neighbor pixels share the same variance is very relevant in
practice. Second, it is shown in [46, 47] that, because of
post-acquisition processes, the model of Gaussian noise
only holds true in rendered images for pixels with similar
expectations.
2. The proposed model results from a compromise between a
small number of parameters and accuracy. Accuracy is obviously crucial to remove the nuisance parameter (expectation of pixels) and then to detect hidden data. It is also
crucial to have a model with a small number of parameters because, as detailed in the next Sections 2.3 and 4, the
statistical detection relies on the estimation of both the expectation and the variance of each pixel: the smaller the
number of parameters is, the greater the quality of those
estimates is.
3. In addition, estimation of expectation and variance of pixels is easily possible using the proposed (linearised parametric) model, see (21) and (22), and the MLE. Moreover, the statistical distribution of those estimations can
be established, which allows the establishing of ensuing
test properties. In opposite to the proposed approach,
a state-of-the-art image model, such as wavelets [34] or
KSVD [16] for instances, can be used for “denoising” an
image and then remove this nuisance parameter by subtraction, see (26) and (31). However, the statistical properties of estimations of expectation and variance of pixels
based on such models remain unknown, which makes the
establishing of subsequent test performance impossible.

However, the proposed model and methodology have several
limitations which are listed below.
1. It can be noted that the PSF, Equation (16), is assumed to
be isotropic. This condition is mainly required to prove
Proposition 1 and to avoid much more complicated calculations. In practice, it should be noted that, because the
model is used in one dimension, the anisotropy of PSF
does not impact the model. In fact, the most important is
to model all the blurred discontinuities accurately in one
dimension.
2. For densely textured areas, with much discontinuities, a
larger number of parameters is required to model expectation of pixels; in fact, each discontinuity is modeled with
an extra parameter and the linearization involves two other
extra parameters. As discussed above, this degrades the
quality of estimations and thus the performance of the test,
but as shown in Figure 8, this seems still acceptable for numerous images. Note also that densely textured areas are
well-known to be difficult to model with a small number
of parameters.
5. Steganalysis Results and Comparisons
5.1. Numerical Verification of Theoretical Results
Figures 5b and 6 show the results of a Monte-Carlo numerical simulation of the tests presented in this paper. Simulation is repeated 25 000 times, using 400 segments of 24 pixels described by a polynomial of order p − 1 = 3. Each segment contains one discontinuity characterized by uk = 96,
ς = 1.75, ϑ = 1 ; the additive Gaussian noise is stationary
with σ̄/∆ = 5.43.
The Figure 6a shows a comparison between the theoretical distributions of LR Λlr (Z) and GLR Λglr (Z), as given in Equations (11) and (27), and the empirical distribution obtained from
the numerical simulation. This Figure shows that the empirically obtained distributions are very close to the expected distributions. Note that for Clariry the results under hypothesis H1
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Figure 6: Theoretical (- -) and empirical (—) results for simulated data.
are obtained with payload R = 0.45 while in Figure 6b the payload is R = 0.55. The Figure 6b presents the results as ROC
curves: the power function associated with test δlr and δglr , as
a function of false alarm. The comparison with the theoretical
power functions, as established in Corollaries 2 and 4 (equations (13) and (30)), highlights that the proposed methodology allows the design of a test with known statistical properties.
Note that the performance of the GLRT which knows perfectly
the parameters of each discontinuity is added to emphasize the
loss of power due to the proposed linearization approach. This
power is calculated by modifying consequently relation (30).
Similarly, Figure 5a shows a comparison between the calculated GLR Λglr and its theoretical distribution, given in (27), for
a real image. The image is analyzed column by column under
the two hypotheses H0 and H1 , with R = 0.28. To emphasize the sharpness of established GLR properties, the expected
values of GLR and the confidence intervals, in which Λglr is expected to be with a probability of 0.95, are drawn in Figure 5a
for the each hypothesis.
Figure 5a particularly highlights the non-stationary nature of
images. In fact, each column of a natural image exhibits different properties in terms of the number of discontinuities and
noise variance. Hence, the expected value of the GLR changes
from column to column under hypothesis H1 . On the contrary,
Figure 5a also highlights that, thanks to the proposed image
model, the distribution of the GLR remains the same for each
column under H0 ; this allows the guaranteeing of a false-alarm
probability.
Finally, Figure 5b emphasizes the possibility of guaranteeing, in practice, a given false alarm-probability. To this end
the 10 000 raw images from the BOSS database [2] are analyzed and the probability of false-alarm, as a function of decision threshold, is compared to the theoretical results, see (29).
Note that two implementations of proposed GLRT-LAM (Local
Adaptive Model) are used; first with segments of size of L = 16
pixels and a polynomial order of p − 1 = 8 and second with
segment of size L = 32 modeled with a polynomial of order
p − 1 = 11. This result shows the relevance of the proposed
methodology because the false-alarm probability for those im-

ages is very close to the one expected for b = 0. Note that the
theoretical false-alarm probability is plotted with the implicit
assumption that b = 0 because this quantity is difficult to calculate precisely for an image and it differs for all the images,
see Table 1. It should also be noted that the empirical falsealarm probability slightly differs from theoretical one for decision threshold which corresponds to α0 . 5 . 10−3 . This can be
explained, first, by a small number of densely textured images
for which b substantially differs from 0 and, second, because
the proposed test relies on the (asymptotic) central limit theorem which may not be very accurate for such low false-alarm
probabilities.
To complete those numerical results and to provide a numerical
analysis for densely textured images, Figure 5b also presents
the false-alarm probability obtained for the baboon image; this
image is chosen because among the test-images used in Table 1,
it corresponds to the image with highest bias of variance b due
to its texture. Figure 5b emphasizes that, using the results from
Table 1, the proposed methodology remains relevant for such a
textured image to guarantee a false-alarm probability.
5.2. Comparisons with State of the Art Detectors
Potentially, a large number of steganalyzers can be used for
comparison, see [4, 13] and the references therein. To this end,
three leading competitors from structural detectors were tested:
the RS [20], the Triples [28], and the SPA [15, 32]. The last exhibits better results on (almost) all our numerical simulations,
therefore, the proposed GLRT-LAM is compared with the SPA
detector. The recently proposed AUMP test [12, 17, 51] has
been shown to be very powerful and, hence, is used for numerical comparisons. Finally, the WS detector is also added into the
comparisons because it is known to be a very powerful detector. In addition, Remark 4 shows the comparison between the
proposed test, the WS and the AUMP test highlights the interest of the proposed image model to detect hidden information
because these detectors are all essentially GLR tests.
Note that the proposed GLRT-LAM requires a coarse estimation of discontinuity parameters for each segment, see Section 4. In this paper, the method proposed in [3] is used to
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Figure 7: Numerical comparison of algorithms power function obtained with two different databases of raw images.
obtain a coarse estimation of the non-linear parameters ηk .
For a large scale comparison, it is proposed to use the raw images from the BOSS contest database [2] and from the Dresden Image Database [23]. These databases contain 10 000 and
1 488 images respectively. Note that the images were kept unprocessed and in 16-bits color depth (with DCraw command
dcraw -j -D -4 ) because the proposed image model is particularly accurate for raw (unprocessed) images. However, results
for 8-bits rendered or processed images, which are more likely
to be analyzed in practice, are also provided. Eventually, to
ensure that the inspected images all have the same size, nonoverlapping images of 512 × 512 pixels were extracted from
each (non-processed) color channel.
Figure 7 shows a comparison between the four detectors for
these two databases.
The result presented in Figure 7a offers a comparison between the four chosen detection algorithms on the Dresden
database [23] with R = 0.1. It clearly shows that the proposed
GLRT-LAM performs better than the chosen prior art detectors.
It should be recalled that raw images were used. Those images
have a smaller quantization step ∆ and a higher noise level than
usual processed images. The detection of hidden information
is thus much more difficult in raw images, see Figure 8. Thus,
though similar results were obtained with lower payloads, only
the results obtained with R = 0.1 are presented for readability.
Figure 7b presents, using a logarithmic scale, a comparison of
power functions associated with the four compared detectors
using the BOSS contest database [2] for R = 0.1. This scale
permits the comparison of the performance of those different
steganalyzers for (very) low false alarm probability. Surprisingly, the AUMP test performs better than WS and SPA detectors for such false-alarm probabilities (typically α0 < 5 · 10−2 ).
This might be explained by the fact that the AUMP test uses a
more accurate estimation of pixels variance.
The results presented in Figure 8 emphasize the importance
of using an accurate image model for statistical detection of
LSB steganography in natural images. To this end, it is proposed to compare the capacity of the same four steganalyzers

to detect data hidden in the edges of an image. Hence, the algorithm proposed in [50] is used. Roughly speaking, this algorithm uses the pixel-value differencing (PVD) technique, based
on the difference between two consecutive pixels to determine
where secret data should be hidden. Only the pixels for which
the difference with its neighbor is the most important are used
on the underlying assumption that this corresponds to edges or
textured areas.
Figures 8a and 8b show, for each steganalyzer, the empirically obtained power functions for random-location and edgeadapted algorithm [50]. It highlights that, thanks to the proposed local adaptive model, the proposed GLRT-LAM retains
a much higher ability than its competitor to detect this specific
LSB replacement algorithm. The results presented in Figure 8
are obtained using, for both training and testing, the 10 000
original images from the BOSS contest database which have
been subjected to post-acquisition processes and finally converted to grayscale images of 512 × 512 pixels by cropping.
The embedding is R = 0.01 because those images are coded
with 8 bits and, thus, have a significantly smaller noise level. It
should be highlighted that even for such rendered images, the
proposed GLRT-LAM outperforms its competitor for any falsealarm probability.
Finally, Table 2 presents a comparison with state-of-the-art
blind detectors, namely SPAM [37] and Rich Model [21, 30],
based on supervised machine learning. Two criteria of detectors’ performance are used in Table 2: the minimum errors

probability, i.e. min 21 PH0 [δ(Z) = H1 ] + PH1 [δ(Z) = H0 ]
usually used for supervised learning methods, and the power
function under a constraint on the false-alarm probability of
α0 = {0.02; 0.05}. For this experiment, first the original images
from the BOSS database [2] are used with R = 0.01. These
results are shown in the first line of each algorithm. Then, these
steganalyzers are trained with payload R = 0.1 and tested with
R = 0.01. This results, reported as “Embedding rate mismatch”
in Table 2, show that the Rich Model is more robust with respect to payload mismatch than the SPAM, but both present an
important loss of performance. Finally, these classifiers, trained
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Figure 8: Numerical comparison of algorithms detections power for pseudo-random location and for edge adaptive embedding
strategy using algorithm from [50].
on the BOSS database with R = 0.1, have been tested on raw
images from the Dresden database [23] with R = 0.1 as well.
These results, referred to as “Cover source mismatch” in Table 2, show that none of these classifiers have good performance
in such conditions, due to the high difference between 16-bits
raw and 8-bits rendered images. For comparison, the performance of the proposed statistical GLR-LAM test for BOSS and
Dresden databases are also reported in Table 2. This particularly shows that blind detectors may perform better than the
proposed test only when the training and testing sets are identical; if the image source and/or payload differ between those
two sets, the proposed methodology provides better detection
performance. In addition, the goal of the proposed test is the
guaranteeing of a false-alarm probability, which is not currently
possible with blind detectors.

specifically designed for natural images. A linearization of this
model is proposed to allow a simple yet accurate estimation of
the expected value of pixels which carefully takes into account
the presence of blurred edges.
The proposed image model is used to estimate unknown image
parameters by the maximum likelihood method. This leads to
the design of the proposed GLRT-LAM (local adaptive model).
A thorough statistical study shows that the linearization of the
proposed model causes a bounded loss of power compared to
the most-powerful LRT and allows us to guarantee, in practice,
a false-alarm probability.
Numerical results on large image databases show the relevance
and the importance of the proposed local adaptive model.

Appendix A. Proof of Theorem 1
6. Conclusions
This paper makes a first step to fill the gap between a physical model of natural images and steganalysis. A study of the
image acquisition pipeline leads to the locally adaptive model
Table 2: Numerical comparison of detection performance between the proposed test and machine-learning detectors.
Algorithm /
Image set

Min. error

Power function β for

Probability α0 = 0.02

α0 = 0.05

SPAM [37]

0.177

0.392

0.504

Embedding rate mismatch2

0.402

0.072

0.157

Cover source mismatch3

0.500

0.020

0.050

Rich Model [21]

0.148

0.347

0.490

Embedding rate mismatch1

0.219

0.167

0.313

Cover source mismatch2

0.449

0.023

0.082

Test δglr (25), BOSS-base [2]

0.221

0.122

0.294

Dresden database [23]

0.326

0.098

0.167

1 Tested
2 Tested

on BOSS images with R = 0.01 while trained with R = 0.1.
on the Dresden Database while trained on the BOSS database.

The analysis of the LRT is divided in two steps : first, the
LRT is approximated and, second, the asymptotic distribution
of the log likelihood is established. In the whole appendices,
the notations of the article are used. For clarity, we remind the
reader that for any sequences of numbers xn and yn , xn = O(yn )
mean that yxnn is bounded as n → +∞ and xn = o(yn ) means that
xn
yn → 0. Similarly, for any sequences of random variables Xn
and Yn , Xn = o(Yn ) meas that XYnn → 0 in probability as n → +∞,
which is denoted

Xn P
→
Yn −

0.

Appendix A.1. log-likelihood ratio approximation
Taken into account the definition of hypotheses H0 and H1 ,
given in Eq. (2) - (3), for any fixed payload R, the log likehood
ratio ΛR (Z) between hypotheses H0 and H1 (4) is given by:
ΛR (Z)=

K X
L
X
k=1 l=1

ΛR (zk,l )=

K X
L
X
k=1 l=1

ln

qRθk,l (zk,l )
pθk,l (zk,l )

.

(A.1)
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From (2) - (3) the LR ΛR (zk,l ), for only one pixel, can be written
as:



 1 − R2 pθk,l [zk,l ] + R2 pθk,l [e
zk,l ] 
R


Λ (zk,l ) = ln 

pθk,l [zk,l ]
!
zk,l ]
R pθk,l [zk,l ] + pθk,l [e
= ln (1−R) +
. (A.2)
2
2 pθk,l [zk,l ]
Using the definition of pθk,l [zk,l ], given in (2), a Taylor expansion of the normal pdf φ(·) around the integration interval
mid-point allows the writting of:


!
 ∆2 
zk,l −θk,l
∆

φ
+ o  2  ,
(A.3)
pθk,l [zk,l ] =
σk,l
σk,l
σk,l



1
 ∆2 
zk,l )−θk,l 
2∆  2 (zk,l +e

pθk,l [zk,l ]+ pθk,l [e
φ 
zk,l ] =
 + o  2  ,
σk,l
σk,l
σk,l
where e
k = k + (−1)k is the integer k with flipped LSB and ∆ is
the quantization step. It follows from (A.3) that:
pθk,l [zk,l ]+ pθk,l [e
zk,l ]
pθk,l [zk,l ]
1

(z +e
z )−θ


φ 2 k,lσk,lk,l k,l
 ∆2 
 z −θ  + o  2  ,
=2
σk,l
φ k,lσk,l k,l




 ∆(zk,l + e
 ∆2 
zk,l )(zk,l −θk,l ) 
 + o 
 .
= 2 exp 
2σ2k,l
σ2k,l 

P

N→∞

σ

the above convergence formally holds if the ratio ∆k,l tends to
√
∞, in practice we set 0 < limK→∞ ∆ k < +∞ to ensure that
when the sample size grows the detection problem is neither
infeasible nor trivial, see [7, 17]. For clarity, in this Appendix
A.1 we will denote the quantization step ∆K to emphasize that
it depends on K.
Let us denote that the Taylor series expansion of the function
f , around x = 0 is given by :
!
R R2 2
−
x + o(x2 )
f (x) = R x +
2
2
which allows the writing of:
ΛRk,l − R υk,l

=

!
R R2 2
υ + o(υ2 )
−
2
2 k,l
!
R R2 2 2
2 2
−
Ck,l ∆K + o(Ck,l
∆K )
2
2

Considering the first order term one has:
!
!
L
L
K
K
1 X X R R2 2 2
1 R R2 2 X X 2
Ck,l
−
Ck,l ∆K = √
−
∆K
√
2
2
K k=1 l=1 2
K 2
k=1 l=1
(A.4)

Hence, we have:

 ∆2 




Λ (zk,l ) = f (υk,l ) = log 1 + R exp(υk,l ) − 1 + o 2  ,
σk,l
R

∆(z −e
z )(z −θ )

k,l k,l
k,l k,l
where the random variable is defined by υk,l =
2σ2k,l
and f is the following function f : x 7→ log (1 + R(e x − 1)).
The goal of this appendix is to show that the exact form of the
LR ΛR (Z) is asymptotically, as K tends to infinity, equivalent to
Λlr (Z). To this end, it is proposed to show that those two terms
converge, in law, up to a scaling factor, to the same distribution
P that is:

K
L


1 XX
L


R υk,l
−
→ P

√



 K k=1 l=1
(A.5)

K
L



1 XX R
L



Λ (zk,l ) −
→ P.

 √K

Let us recall that it follows from Chebychef inequality, see [41,
§3 Chap. III and §3 Chap. IV], that for the sequence of R.V
Xk,l if:
h
i
1) E Xk,l ≤ c1 < ∞ and


2) E Xk,l − E[Xk,l ] 2 ≤ c2 < ∞,
then it holds true that:
1
P
(S K − E[S K ]) −
→ 0 as K → ∞
(A.6)
K
PK PL
with S K = k=1
l=1 Xk,l .
2
In the present the sequence Xk,l corresponds to Ck,l
and one has
−1
∆K = O(K ) hence:
!
K
L
1 R R2 2 X X 2
−
∆K
Ck,l
√
2
K 2
k=1 l=1
=

O(K −3/2 )

K X
L
X

2
Ck,l

k=1 l=1
K

=

k=1 l=1

(zk,l −e
zk,l )(zk,l −θk,l ) P
υk,l = ∆K
−
→0
2σ2k,l
z }| {
Ck,l
σk,l
as K → +∞ with
= O(K 1/2 ).
∆K

P

Where −
→ is the convergence in probability defined by Xn −
→
X ⇔ lim P(|Xn − X| > ) = 0. It should also be noted that

=

The result (A.3) together with (A.4) permits the writing of:

#  2 
"

 ∆(z −e

∆ 
k,l zk,l )(zk,l −θk,l )
R
− 1 +o 2  .
Λ (zk,l ) = ln 1 + R exp
2
2σk,l
σk,l

Under both hypotheses, H0 and H1 , it is obvious that:

13

=

L

1 XX 2
C
K k=1 l=1 k,l


K X
L
K X
L
X
 1 X

1
−1/2 
2
2
2
O(K
) 
Ck,l − E[Ck,l ] +
Ck,l 
K k=1 l=1
K k=1 l=1

O(K −1/2 )

which, from (A.6), implies that:
K
L
K X
L
X
1 XX 2 P
P
2
2
Ck,l −
→ 0 and
Ck,l
− E[Ck,l
]−
→0
K k=1 l=1
k=1 l=1

(A.7)

R. Cogranne & al. / Signal Processing 00 (2014) 1–17

as K tends to infinity.
2 2
Applying the same method on the term o(Ck,l
∆K ), from Equation (A.6); the Equations (A.6) and (A.7) finally permits the
writing of:
1
P
→0
√ ΛRk,l − R υk,l −
K
Using the well known fact, see [49, Theorem 2.7], that if :
K
K
L
L
1 XX
1 XX R
P
d
→0
R υk,l →
− P and √
Λk,l − R υk,l −
√
K k=1 l=1
K k=1 l=1

then

14

From the definition of σ̄ (8) and the CLT, whose conditions are
easily verified for ωk,l , it follows that: Λlr (Z)
N(0, 1). Under
hypothesis H1 , one has:
1
1
EH [ωk,l |νk,l =1] − EH1 [ωk,l |νk,l =−1]
2 1
2
1
1
= 2 EH1 [zk,l −θk,l |νk,l =1]− 2 EH1 [zk,l −θk,l |νk,l =−1]
2σk,l
2σk,l
EH1 [ωk,l ] =

=

1− R2
σ2k,l

EH0 [zk,l −θk,l ]

R
K
L
1 XX
d
R υk,l →
− P
√
K k=1 l=1


+ 2 2 EH0 [zk,l −θk,l +∆] − EH0 [zk,l −θk,l −∆]
2σk,l


 ∆2 
R∆

= 2 + o  4  .
2σk,l
σk,l

which ends the proof of Equation (A.5):

K
L


1 XX
L


R υk,l
−
→ P

√



 K k=1 l=1

K
L



1 XX R
L



Λ (zk,l ) −
→ P,
√

 K

And finally, from the well known relation VarH1 [ωk,l ] =
EH1 [ω2k,l ] − EH1 [ωk,l ]2 one has:

k=1 l=1

Appendix A.2. Asymptotic log-likelihood ratio distributions
For the sake of clarity, let νk,l = zk,l −e
zk,l and ωk,l = νk,l (zk,l −
σ
θk,l ). Because we made the assumption that the ratio ∆k,l tends
to ∞, the term (zk,l − θk,l ) can be considered as independent of
the LSB of zk,l ; hence one has:
E[zk,l −θk,l |νk,l =1] = E[zk,l −θk,l |νk,l =−1] = E[zk,l −θk,l ]. (A.8)
Let us first denote that:
P[νk,l



 ∆4 
R ∆2
+
+ o  4 
(A.12)
2 σ4k,l
σk,l
1   R
= 4 1− E[(ξk,l +qk,l )2 ]
2
σk,l

R
R
+ E[(ξk,l +qk,l +∆)2 ] + E[(ξk,l +qk,l −∆)2 ]
4
4


 ∆4 
R ∆2

=VarH0 [ωk,l ] +
+ o  4  ,
2 σ4k,l
σk,l

EH1 [ω2k,l ]=VarH0 [ωk,l ]

where the distribution P is established in Appendix A.2.

!
∆
= 1] = 1/2 + o
= P[νk,l = −1].
σk,l

(A.11)

which finally permits the writing of:
(A.9)

Hence, under both hypotheses, one has


!
 ∆2 
∆

and Var[νk,l ] = 1 − o  2  .
E[νk,l ] = 0 + o
σk,n
σk,n
Recalling that from Equation (1) zk,l = Q∆ (θk,l +ξk,l ) = θk,l +ξk,l +
qk,l where qk,l is a random variable modeling the quantization,
see [44], a short algebra shows that under hypothesis H0 one
has:


 ∆2 
1
1

EH0 [ωk,l ] = EH0 [ωk,l |νk,l =1]− EH0 [ωk,l |νk,l =−1] = o  2  .
2
2
σk,l

VarH1 [ωk,l ] = VarH0 [ωk,l ]+

2 


 ∆4 
R ∆2  R∆ 

−
+o

 4  . (A.13)

2 σ4k,l  2σ2k,l 
σk,l

Recalling that %= R2 σ̄∆ and ζ= σ∆2 R2 (1 − R2 ), again in applicalr
tion to
√ the CLT, it follows from (A.11) and (A.13) that: Λ
N(% KL, 1+ζ).
Corollaries 1-2 follow from the asymptotic distributions of
Λ(Z) under both hypotheses and a short probability calculus.
It can also be noted that this LRT is Asymptotically Uniformly
Most Powerful (AUMP), that is, it asymptotically coincides
with the UMP test as K → ∞ while simultaneously ∆/σk,l → 0,
see details in [17].
2

Similarly, for the variance under H0 one has:
VarH0 [ωk,l ] = EH0 [ω2k,l ] − EH0 [ωk,l ]2


 ∆4 
1
2

= 4 EH0 [(zk,l −θk,l ) ]+o  4 
σk,l
σk,l



 ∆4 
1 
2
2

= 4 EH0 [ξk,l ] + EH0 [qk,l ] + 2EH0 [ξk,l qk,l ] + o  4 
σk,l
σk,l




!
2
4
2
 ∆ 
 ∆ 
1
∆
1
= 4 σ2k,l +
+ o  4  = 2 + o  4  . (A.10)
12
σk,l
σk,l
σk,l
σk,l

Appendix B. Proof of Proposition 1
Let us define (xk,d , yk,d ) the coordinates of the d-th discontinuity in the k-th segment and ψ the angle between the local normal to the discontinuity and the analyzed segment, see Figure 3.
Using the appropriate coordinate transformation, Ψ : (e
x,e
y)! →
xk + e
x cos(ψk ) + e
y sin(ψk )
(x, y) defined as Ψ : (e
x,e
y) =
, a
yk + e
x sin(ψk ) − e
y cos(ψk )
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short calculation shows that:
Ik(s) (e
x,e
y) = h ∗ (uk,d δ(e
x)) = uk,d

Z∞ Z
h(u, v) dv du
−e
x R

uk,d
=
√
ςpsf 2π

Zex
−∞

!
!
e
−u2
x
exp
du = uk,d Φ
.
2
ςpsf

The inverse coordinate transformation Ψ−1 provides the results
given in Equation (18) with ςk,d = ςpsf / cos(ψ)

that [40]: f̈(x,b
ηk ) = f̈ T (x,b
ηk ) + f̈ N (x,b
ηk ). The projection of f¨
onto each component of f˙ are given in table C.3.
As specified in the Section 4, we recall for clarity that the
error on discontinuity parameter
ηk i, b
ηk is assumed to have a
h
2
b
bounded expectation : E kηk − ηk k2 ≤ ϑ.
In addition, to avoid “boundary effects”, it is assumed that first
and second order partial derivatives of f(x, ηk ) are negligible
outside the k-th segment domain, denoted Lk . This consideration is met in practice by using consecutive segments if necessary. Hence, a direct analytic calculation shows that:
L
X

Appendix C. Proof of Theorem 2

Appendix C.1. Analysis of approximation error
Ideally, to analyze the error due to approximation of k-th segment mean b
θk , it is desirable to calculate analytically the distribution of zk − b
θk which occurs in the Equation (26) of the decision function Λglr . To overcome this difficulty it proposed to
decompose the error zk − b
θk . Recall that zk = θk + ξk + qk and
b
θk = Pbηk zk it immediately follows that
zk − b
θk =

Pb⊥ηk zk

=e
ξk + e
qk + e
k,

(C.1)

where e
ξk = Pb⊥ηk ξk , e
qk = Pb⊥ηk qk and e
 k = Pb⊥ηk θk respectively
represent the projection of the pixels’ noise, of the quantization
noise, and of the residual error due to linearization.
The error terms e
ξk and e
qk are statistically analyzed in Appendix C.2 following methodology [44]. The main difficulty
is to analyse the error term e
 k which is due to discontinuity parameter estimation ηk , b
ηk . The impact of the term e
 k on the
GLR Λglr can not be calculated, but it can be bounded ; this is
because the error on estimation discontinuity parameter estimation ηk , b
ηk remains unknown as the true value of the parameter
is, in practice, unknown. 

k
which corresponds to a blurred
Let denote f(x, ηk ) = Φ x−x
ςk
discontinuity before its spatial integration (18). Using a Taylor
expansion of f, defined in Equations (21) and (22) one has:
uk f(x, ηk ) = uk f(x,b
ηk ) + uk ḟ(x,b
ηk )(ηk −b
ηk )T
uk
+
(ηk −b
ηk )f̈(x,b
ηk )(ηk −b
ηk )T + o(ϑ2 ),
2

Z

e
 k,l =

Lk

l=1

The analysis of the test δglr (Z) is divided in two steps, first
error term θk − b
θk due to estimation (23) is analysed. Then, the
consequence of this term on the asymptotic distribution of the
decision function Λglr (Z) is established under H0 ; indeed, the
calculations are similar under H1 and hence omitted for brevity.

(C.2)

where, using the notation from [40], ḟ(x,b
ηk ) and f̈(x,b
ηk ) are respectively the Jacobian and the Hessian matrix of f(x,b
ηk ) and
the partial derivatives are considered with respect to b
ηk .
The proposed linearization method (22) is based on the projection of discontinuity
function
uk f(x, ηk ) onto the linear space


spanned by f(x,b
ηk )|ḟ(x,b
ηk ) . It is hence useful to define the
two orthogonal components, f̈ N (x,b
ηk ) and f̈ T (x,b
ηk ), respectively normal and tangential to the space spanned by ḟ, such
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uk
(ηk −b
ηk )f̈ N (x,b
ηk )(ηk −b
ηk )T dx = 0
2

(C.3)

Hence, whatever the distribution of ηk , b
ηk may be it immediately follows that
 L

X 
E  e
 k,l  = 0,
(C.4)
l=1

the reader can see [5] for details on those technical calculations.
Similarly, it follows from Cauchy-Schwartz inequity one that:
Z
u2 1
uk
(ηk −b
ηk )f̈ N (x,b
ηk )(ηk −b
ηk )T dx ≤ k √ 3 kϑk21 = emax .
4 4 πς
Lk 2
Hence, it follows that :
L
X
l=1

h 2 i u2k 1
E e
 k,l ≤
kϑk21 = emax ,
√
4 4 πς3

(C.5)

again, the reader can see [5] for technical details.
Seeking simplicity, the results (C.4) - (C.5) are obtained by
using a convention of unitary pixel size s x = 1. The above
results hold with a different pixel size providing that value ηk is
modified in consequence.
Appendix C.2. Asymptotic log-likelihood ratio distributions
In this appendix, the decision function Λglr (zk ) in analyzed
by segments. Recalling that zk,l −b
θk,l = e
ξk,l + e
qk,l + e
k,l , under
hypothesis H0 the expected value EH0 [b
ωk,l ], for all 1 ≤ l ≤
L, can be easily calculated from the statistical independence of
pixels as:


1 
EH0 [b
ωk,l ] = 2 P[νk,l =1]EH0 e
ξk,l + e
qk,l + e
k,l
(C.6)
σk,l


 ∆ 


−P[νk,l =−1]EH0 e
ξk,l + e
qk,l + e
k,l = o  2  .
σk,l
∂f/∂tk
∂2 f/∂tk2
∂2 f/∂tk ∂ςk
∂2 f/∂ςk2

=0
=

∂f/∂ςk
=

1
2
θ k∂f/∂ςk kL2

=0

−1
2
√1
θ k∂f/∂tk kL2 − 4 πθ

=0

=

√3
8 πθ2

Table C.3: Tangential and normal component of the second order derivative f̈.
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It immediately follows that :

 L


X
 ∆ 

EH0  b
ωk,l  = o L 2  .
σk,l
l=1

(C.7)

From (C.6) - (C.7), a short calculation shows that:
coVH0 [b
ωk,l ; b
ωk, j ]

1  
θk,l )(zk, j −b
θk, j ) P[νk,l νk, j =1]
= 2 2 E (zk,l −b
σk,l σk, j


 ∆2 


−E (zk,l −b
θk,l )(zk, j −b
θk, j ) P[νk,l νk, j =−1] + o  2 2  .
σk,l σk, j
2
For n = l it is obvious that νk,l νk, j = νk,l
= 1. On the contrary,
from (A.8), one has for all n , l: P[νk,l νk,n =1] = 1/2+o(∆/σk,l )+
o(∆/σk, j ) = P[νk,l νk, j =−1]. Hence, assuming the three errors e
ξk,l ,
e
qk,l and e
k,l are statistically independent allows the writing of:

i
1 he
E (ξk,l + e
qk,l + e
k,l )2
4
σk,l
i
1 h 2
2
2
= 4 E e
ξk,l + e
qk,l
+e
k,l
σk,l
!
∆2
1
2
2
+e
k,l .
= 4 σk,l +
12
σk,l

coVH0 [b
ωk,l ; b
ωk,l ] =

Direct calculations, using the definition Pb⊥ηk , gives trace(Pb⊥ηk ) =
L − p − 3 and:
!
L
X
h
i
 
 
∆2
2
2
⊥
2
e
E ξk,l + e
qk,l = trace Pbηk σk,l +
+ o ∆2 .
12
l=1
Thus, it finally follows that:
 L

L X
L
X
 X

VarH0  b
ωk,l  =
coVH0 [b
ωk,l ; b
ωk, j ]
l=1 j=1

l=1

≤ (L − p − 3)

σ2k,l

!
 
∆2
+ emax + o ∆2 .
+
12

(C.8)

where emax is defined in Equation (C.5).
Hence, from the CLT it follows that under H0 :
K
L
zk,l )(zk,l −b
θk,l )
σ̄ X X (zk,l − e
Λglr (Z) = √
p
2
K k=1 l=1 σk,l L− p−3rk

N(0, 1 + b),

with
b≤

16

K
u2k kϑk21
1 X
= bmax .
√ 3 4
K k=1 16 πς σk (L − p − 3)

(C.9)

The asymptotic distribution of Λglr (Z) can easily be calculated
using the results previously detailed in Appendix A.2 and Appendix C.2 to prove Theorem 2. Corollaries 3-4 follow from
the asymptotic distributions of Λ(Z) under both hypotheses and
a short probability calculus.
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