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Abstract
This paper studies the statistical detection of data hidden in the Least Significant Bits (LSB) plan of natural clipped images using
the hypothesis testing theory. The main contributions are the following. First, this paper proposes to exploit the heteroscedastic
noise model. This model, characterized by only two parameters, explicitly provides the noise variance as a function of pixel
expectation. Using this model enhances the noise variance estimation and hence, allows the improving of detection performance
of the ensuing test. Second, this paper introduces the clipped phenomenon caused by the limited dynamic range of the imaging
device. Overexposed and underexposed pixels are statistically modeled and specifically taken into account to allow the inspecting of
images with clipped pixels. While existing methods in the literature fail when the data is embedded in clipped images, the proposed
detector still ensures a high detection performance. The statistical properties of the proposed GLRT are analytically established
showing that this test is a Constant False Alarm Rate detector: it guarantees a prescribed false alarm probability.
Keywords: Hypothesis Testing, Natural Image Model, Optimal Detection, Steganalysis, Information Forensics.

1. Introduction
Steganography is the art and science of hiding communication. It aims to embed a secret message into host objects,
or cover objects, to create so-called stego-objects. The stegoobjects are then transmitted to the receiver via an insecure channel without raising suspicion of an adversary. The secret message can be retrieved by the receiver who knows in advance the
I
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hiding scheme and the secret key. In nowadays digital world,
multimedia objects such as images, videos, and audios are often
used as cover objects for steganography [5, 12, 22]. The communication channel provided by computer and network technologies helps to transmit the stego-objects easily and inconspicuously. Generally, steganographic techniques must satisfy
two followings universal requirements [12] :
• The secret message must remain unchanged during or after
the embedding process.
• The stego-object must remain unchanged or almost unchanged to the human eye.
The art of detecting hidden messages embedded in cover objects is called steganalysis. In the past decades, steganalysis has
received a great attention from law enforcement agencies and
media because the concept of steganography has been misused
by anti-social elements and criminals over the internet [37]. Despite its intrinsic difficulty, the steganalysis is being developed
and applied in many domains such as computer security, cyber
warfare or national defence, to collect sufficient evidence about
the presence of embedded message and to break the security of
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its carrier; see [37] and therein references for a survey of the
methods available in the literature.
1.1. State of the Art
The paper concerns the image-based steganography and focuses on the popular technique of hiding information in the
Least Significant Bit (LSB) of the cover image. Only the LSB
replacement technique is studied. It is probably the oldest embedding technique in digital steganography. In fact, this method
is simple, easy to implement and is used in about 70% of available steganographic software on the Internet [25]. In addition,
the LSB replacement inspires the majority of other steganographic methods. Understanding the LSB replacement mechanism is a good starting point before addressing more complex
data hiding schemes.
Steganalysis methods of LSB replacement can be divided
into four categories:
1. Structural detectors exploit all combinatorial measures of
the artificial dependence between sample differences and
the parity structure of the LSB replacement in order to estimate the secret message length. Some representatives in
this category are the Regular-Singular (RS) [24], the Sample Pair Analysis (SPA) [15], and the triple/quadruple [30].
2. Weighted Stego-Image (WS) detectors [23, 31] provide a
computationally efficient estimate for the embedding rate
of LSB replacement steganography which is formulated
as a simple optimization problem. In contrast to structural
detectors, the WS ones have left much space for improvement of designing a more accurate and reliable detector.
3. Statistical detectors [6, 9, 10, 13, 16, 34, 51] consider
cover image pixels as realizations of random variables and
exploit artifacts resulting from changes of their statistical properties in stego-images due to message embedding.
These detectors provide a formal view on the information
hiding problem by formulating it in the framework of hypothesis testing theory and analytically expressing the test
performance.
4. Universal or blind detectors [25, 32, 38, 45, 49] employ
machine learning methods based on a set of selected informative features to design an accurate classifier. Universal
blind detectors are important because of their flexibility
and ability to detect any steganographic scheme regardless
of the embedding domain [37].
1.2. Limitations of Previous Approaches
In an operational context, for instance a steganalysis tool for
law enforcement or intelligence agencies, the design of an accurate detector might not be sufficient. The most important and
challenging problem is to provide a detector with analytically
predictable results in order to guarantee a prescribed false alarm
probability.
Both structural and WS detectors can provide overall acceptable detection performance. However, because these ad-hoc detectors have a limited exploitation of image model and statistical methods, their performance remains analytically unestablished. It is only evaluated on large databases.
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Besides, as in all applications of machine learning, the main
difficulties for blind detectors are the choice of appropriate
feature set and the analytic establishment of detection performance. The latter remains an open problem in the framework of
statistical learning [43]. In addition, it has been observed that
blind detectors are subjected to the well-known cover source
mismatch [2, 38] problem. Hence one needs images from the
same camera to accurately train the classifier but such information might not be available or credible in practice.
On the opposite, by formulating the detection problem in
the framework of hypothesis testing theory, only the statistical detectors proposed in [6, 9, 10, 16, 51] have been designed
to warrant a prescribed false alarm probability. Unfortunately,
these detectors lack an accurate model reflecting the statistical
properties of natural images, even though adaptive regression
models have been proposed in [9, 10, 16]. This leads to rather
inaccurate estimation of both expectation and variance of pixels due to modeling errors. Besides, none of the prior detection schemes have introduced the clipping phenomenon which
is due to the imaging system limited dynamic range. It has been
observed [2] that using overexposed or underexposed areas of
a natural image can significantly improve the detection performance but this has never been introduced in a detector.
1.3. Main Contributions of the Paper
The approach proposed in this paper involves the theory of
statistical hypothesis testing [35]. It aims to design a statistical
test for the steganalysis of LSB replacement scheme in a natural
raw image. The main contributions are the following :
• Far from the Additive White Gaussian Noise (AWGN)
model widely used in image processing, the proposed
methodology is based on the heteroscedastic noise model
which describes more accurately natural images [18, 20,
27]. The heteroscedastic property gives the variance of
a pixel as a linear function of its expected value. This
property, which has not yet studied in prior detectors, is
considered in this paper to reduce estimation errors on expectation and variance of pixels.
• Instead of using a local regression model [6, 9, 10, 16, 51],
this paper proposes to exploit a state-of-the-art denoising
method [18]. This method is used together with the heteroscedastic noise model to significantly improve the estimation of pixels expectation and variance resulting in a
higher detection performance.
• The clipping phenomenon, which makes the so-called
clipped pixels being overexposed or underexposed, is
taken into account in a rigorous statistical model. Based
on this non-linear model of imaging device response, the
paper provides a generalized accurate detector for any natural raw image (non-clipped or clipped). It is also shown
that this phenomenon, which has never been taken into account in hidden data detection, may dramatically reduce
the performance of prior-art detectors.
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• Using an accurate statistical model of natural images, it is
shown that the proposed test satisfies the Constant False
Alarm Rate (CFAR) property. This test allows the guaranteeing of a prescribed false-alarm probability and the
setting of decision threshold independently of the image
content while other statistical detectors [16] fail in practice.

It should also be highlighted that the proposed methodology
relies on general statistical concepts and general properties of
natural images. It can thus be applied to more complex data
hiding schemes: a first step for the statistical detection of LSB
matching scheme has been proposed in [7, 8].
1.4. Organization of the Paper
The paper is organized as follows. Section 2 states the information hiding detection problem in the framework of statistical hypothesis testing theory based on the heteroscedastic
noise model. Section 3 proposes a Generalized Likelihood Ratio Test (GLRT) when the cover image content parameters are
unknown. Maximum Likelihood (ML) estimates of parameters are provided and replaced in the Likelihood Ratio function. Section 4 addresses a GLRT taking into account the impact of clipping phenomenon. This detector serves as an upper
bound of the previously proposed detector or any practical detector which does not regard this kind of degradation. Section
5 studies numerical performances of the proposed detector on
synthetic and real natural images and presents some comparisons with other state-of-the-art detectors. Finally, Section 6
concludes the paper.
2. Problem Statement
This section describes the heteroscedastic noise model by relying on the image acquisition pipeline. It also formulates the
problem of steganalysis in the framework of hypothesis testing
theory.
2.1. Heteroscedastic Noise Model
This paper deals with natural images which are acquired by a
digital imaging sensor. Let us assume that a natural raw image
before quantization is a vector Y = {yi }i∈I of N pixels where
I = {1, . . . , N} is the index set of pixels. The raw image can be
modeled by considering the noises that contribute to the degradation of the captured image during the image acquisition process [46, 48, 27, 20]. In fact, the photon shot noise and dark
current are modeled as Poissonian random variables whereas
other electronic noises are modeled as a zero-mean Gaussian
one. For the sake of simplification, the normal approximation
of the Poisson distribution can be exploited due to the large
number of counted electrons. Finally, the raw pixel yi follows
the Gaussian distribution [46, 48]:
yi ∼ N(µi , aµi + b)

(1)

where µi denotes the expectation of raw pixel yi and (a, b) characterize a camera model. The raw pixel yi follows a Gaussian
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Figure 1: Heteroscedastic relation between expectation and
variance of a natural image.
distribution whose probability density function (pdf) fθi (x) is
entirely characterized by the parameter vector θi = (µi , a, b)T
where UT denotes the transpose of the matrix U.
The model (1) shows that the noise variance is characterized
as a linear function of the pixel’s mathematical expectation. An
example is given in Figure 1 to illustrate both the heteroscedastic relation and the camera model dependence of parameters
a and b for two Nikon reflex cameras. In fact, the AWGN is
not appropriate to model accurately a natural image due to the
dominant contribution of the Poisson noise corrupting the raw
pixel. It is proposed in this paper to use the heteroscedastic
noise model (1) to achieve better estimation of pixels’ expectation and variance, instead of the AWGN model. Moreover, it
is important to remind that this paper focuses on addressing the
steganalysis of LSB replacement scheme in any natural image,
in particular clipped image. The heteroscedastic noise model is
more appropriate to deal with clipped images than the AWGN.
Besides, it should be noted that the parameters (a, b) mainly
depend on ISO sensitivity [20, 47]. However, this dependance
does not affect the detection performance of the proposed detector, see more results in Section 5.2.
2.2. Statistical Model for LSB Replacement
The LSB replacement mechanism was statistically described
in [13]. First, let define a vector C = {ci }i∈I representing a cover
image coded with B bits, i.e., ci ∈ {0, 1, . . . , l} where l = 2B − 1,
in the following manner ci = byi c where b·c is the operation
of uniform quantization with a unitary step. According to [6,
13], the probability distribution Pθi of the cover pixel ci can be
simplified as
n
o
Pθi = pθi [0], pθi [1], . . . , pθi [l]
(2)
where ∀k ∈ {0, . . . , l}
k+ 12

 x − µi 
φ
dx
σi
k− 21
1  k − µi 
= φ
+ o(σ−2
i )
σi
σi

pθi [k] =

1
σi

Z

(3)
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Here, the variance is given by σ2i = aµi + b, see Equation (1),
φ(x) and Φ(x) denote respectively the pdf and the cumulative
distribution function (cdf) of the standard Gaussian distribution.
It is assumed in the first stage that the saturation is absent, i.e.
the probability that one observation yi exceeds over the boundary 0 or l is negligible. The term o(σ−2
i ) that represents an error
of approximation is negligible provided that the quantization
step is very small in comparison with the noise in natural raw
images. This consideration is quite realist because a natural raw
image is often coded with B ∈ {12, 14, 16} bits.
The LSB replacement technique is performed by replacing a
ratio R of the cover pixels LSBs by the encrypted secret message to create a stego-image S = {si }i∈I . The insertion is assumed to be equiprobable for every cover pixel and the hidden
bits are independent and identically distributed [13, 23]. From
the total probability theorem, the probability distribution of the
stego-pixel si at rate R, denoted QR,θi , is given by [13]
n
o
QR,θi = qR,θi [0], qR,θi [1], . . . , qR,θi [l]
(4)
where
qR,θi [k] =


R
pθi [k] + pθi [k] + (1 − R)pθi [k],
2

(5)

where k indicates the integer k with LSB flipped k = k + (−1)k .
2.3. Hypothesis Testing Formulation
The hidden bits detection problem is cast in the framework of
hypothesis testing theory [35]. It relies on the heteroscedastic
noise model (1) of natural raw images. When inspecting the
image Z = {zi }i∈I that is either a cover image or a stego-one,
the goal of the test is to decide between two hypotheses defined
by
o
n

3



H0 = zi ∼ Pθi , ∀i ∈ I, θi ∈ R
(6)
n
o



H1 = zi ∼ QR,θi , ∀i ∈ I, θi ∈ R3 , R ∈ (0, 1]
As previously explained, this paper focuses on guaranteeing a
prescribed false-alarm probability. Hence, let
n
o
h
i
Kα0 = δ : sup PH0 δ(Z) = H1 ≤ α0
θ

be the class of tests with a false alarm probability upperbounded by α0 . Here PH0 (E) stands for the probability of event
E under hypothesis H0 , and the supremum over θ has to be understood as whatever model parameters might be. Among all
the tests in Kα0 , it is aimed at finding a test δ which maximizes
the power function, defined by the correct detection probability:
h
i
(7)
βδ = PH1 ,R δ(Z) = H1 ,
where PH1 ,R (E) stands for the probability of event E under hypothesis H1 for a given embedding rate R.
The problem (6) involves two main difficulties. First, the hypotheses H0 and H1 are composite because the embedding rate
R is unknown. Second, the nuisance parameters θi are unknown
in practice.
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For the first difficulty, there is no algorithm in the literature
that can establish a rigorous framework of estimating the embedding rate R, at least by ML approach. Even when all the
parameters θi = (µi , a, b)T are known, the problem with only
one unknown parameter R remains practically unsolvable. The
detector proposed in [51] attempted to reduce the problem with
two composite hypotheses to the one with two simple hypotheses based on a local asymptotic approach [33]. This detector
however has shown a considerable loss of optimality.
This paper assumes that the embedding rate R is known in
advance and addresses the second difficulty. A possible approach to deal with unknown nuisance parameters consists in
eliminating them by using the invariance principle [35]. This
approach has been discussed in [21, 42] and has achieved a
good performance in some applications [17]. However, in the
heteroscedastic noise model, the image parameter µi appears in
both mathematical expectation and variance of the pixel zi . The
invariant approach may not be applied due to a difficulty of finding a group of transformation under which the problem remains
invariant. Another approach is to design a GLRT by replacing
the unknown parameters by ML estimates [39, 4]. The main
challenge of this approach is to provide accurate ML estimates
of nuisance parameters with statistical properties in order to analytically establish the detection performance of the GLRT.
In a practical context, the camera parameters (a, b) should
be estimated from a single image. The ML estimation of camera parameters (a, b) was first proposed in [20]. However, this
method relies on solving numerically the maximization of likelihood function by using the Nelder-Mead optimization method
[36], which leads to an impossibility of analytically establishing
the statistical properties of ML estimates. Another approach is
based on Weighted Least Square (WLS) estimation [47], which
are asymptotically equivalent to the ML estimates in large samples. This approach allows to provide statistical properties of
WLS estimates, resulting in establishing analytically the detection performance of a GLRT. This paper mainly focuses on
dealing with unknown image parameters µi assuming that the
camera parameters (a, b) and the rate R are known in order to
designing a GLRT for the steganalysis of LSB replacement in
any natural raw image (non-clipped or clipped images). The
design of a GLRT taking into account the variance of WLS estimates is beyond the scope of the paper.
3. Generalized Likelihood Ratio Test with Unknown Image
Parameters
This section addresses a GLRT in which the image parameters µi are unknown. It is assumed that the camera parameters
(a, b) and the hiding rate R are known in advance. In this section, the paper assumes that the saturation is absent, i.e. there
is no clipping in the inspected image. The GLRT for clipped
images will be studied in Section 4.
3.1. Design of the Proposed GLRT
It can be noted that the number of unknown nuisance parameters µi grows with the number of pixels. To reduce the
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difficulty of unknown parameter estimation, the approach proposed in this paper consists in segmenting the inspected image Z into K non-overlapping segments, denoted S k , of size
nk , k ∈ {1, . . . , K}. Each segment S k is represented by a veck
tor zk = {zk,i }ni=1
where pixels share the same mean µk . Let
T
θk = (µk , a, b) be the parameter vector characterizing the segment S k . Therefore, the unknown image parameters µk can be
estimated by the ML estimation approach in each segment.
The Likelihood Ratio (LR) Λ(zk,i ) of one observation zk,i is
given by

Formally, let D be the ideal denoising filter. It means that
the image content of a noisy non-clipped image can be very
accurately recovered

qR,θk [zk,i ]
pθk [zk,i ]
h

 γk,i (zk,i − µk ) 

i
= log 1 + R exp
− 1 + o(σ−2
k )
2
2σk

In other words, the dynamic range of the image is uniformly
divided into K intervals of length ∆k . The number of segment
K used in this paper is set to the number of quantization levels,
e.g. K = 2B and ∆k = 1. Consequently, the ML estimate of the
image parameter µk in the segment S k is given by

Λ(zk,i ) = log

(8)

where γk,i = zk,i − zk,i , σ2k = aµk + b. The random variable
γk,i represents the impact of insertion and takes value 1 and -1
depending on the parity of zk,i . By using the first-order series
Taylor expansion of log(1 + x) and exp(x), one obtains
R
γk,i (zk,i − µk ) + o(σ−2
Λ(zk,i ) =
k ).
2σ2k

(9)

In practice the expectation µk and the variance σ2k of each segment S k are unknown. In such situation, a usual solution consists in replacing the unknown parameters by their ML estimates in (9). This leads to the GLRT defined by

nk
K X
X




b
b k,i ) < b

H
if
Λ(Z)
=
Λ(z
τ
0





k=1 i=1
b
(10)
δ=

nk
K X

X




b
b k,i ) ≥ b

Λ(z
τ

H1 if Λ(Z) =
k=1 i=1

where, to ensure the GLRT to be in the class Kα0 , the decision
threshold b
τ is the solution of the equation
h
i
b
PH0 Λ(Z)
≥b
τ = α0
(11)
b k,i ) of one oband the Generalized Likelihood Ratio (GLR) Λ(z
servation zk,i is defined by
b k,i ) = 1 γk,i (zk,i − µ̂k )
Λ(z
σ̂2k

(12)

3.2. Segmentation and Estimation of Cover Image Parameters
The segmentation used in this paper is based on the denoising
of natural raw images. The idea is that pixels whose denoised
value takes the same grayscale level are independent and identically distributed. This is due to the fact that noise variance
depends on pixel’s expectation. Hence, pixels with the same
expectation also share the same variance. The heteroscedastic noise model needs to be taken into account in the denoising algorithm. This paper designs a denoising filter applied to
non-clipped images by combining a homomorphic transformation and a filter for homoscedastic noise. This filter is detailed
in Appendix B.

D(zi ) = E[zi ] = µi .

(13)

Each segment S k , which is characterized by its central value uk
and allowed deviation ∆k > 0, is defined as :
o
n
h
∆k
∆k h
,i ∈ I .
S k = zi : D(zi ) ∈ uk − , uk +
2
2

µ̂k =

nk
1 X
zk,i .
nk i=1

(14)

(15)

This ML estimate is unbiased and follows the Normal distribution
 σ2 
(16)
µ̂k ∼ N µk , k
nk
where σ2k = aµk + b.

a2 
σ̂2k ∼ N σ2k , σ2k .
nk

(17)

3.3. Statistical Performance of the GLRT b
δ
In order to establish the statistical performance of the test, it
b
is necessary to characterize the distribution of the GLR Λ(Z)
under each hypothesis H j , j ∈ {0, 1}. Because of a large number of pixels N in any natural raw image, its statistical distribution is given in virtue of the Lindeberg Central Limit Theorem
(CLT) [35, theorem 11.2.5] (see details in Appendix A)
D
b
Λ(Z)
−→ N(m j , v j )

(18)

D

where −→ represents the convergence in distribution and
(m j , v j ) denote respectively the mean and variance of the GLR
b
Λ(Z)
under each hypothesis H j
m0 = 0
v0 =

(19)

K
X
nk + 1
k=1

σ2k +

(20)

a2
nk

K

m1 =
v1 =

K

R X nk
R X nk
=
2 k=1 σ2k
2 k=1 aµk + b
K h nk + 1 +
X
k=1

σ2k +

nk R
2σ2k

a2
nk

−

R2 nk i
.
4σ4k

(21)

(22)

The parameters (a, b) characterizing camera models also appear
in the formula of (m j , v j ). Because a natural image is heterogeb? (Z) in order to set the
nous, it is crucial to normalize the GLR Λ

T. H. Thai, F. Retraint, R. Cogranne, / Signal Processing 00 (2013) 1–13
1

6

4. Generalized Likelihood Ratio Test in Clipped Images

β(α0)

This section extends the previous approach by establishing
a rigorous framework to resolve the problem of clipping phenomenon. First, the clipped image model is briefly presented.
Next, a GLRT is designed based on this model and its statistical
performance is analytically provided.

0.8

0.6

4.1. Clipped Image Model
The dynamic range of acquisition system is always limited
b
δ? theoretical power
in practice. Indeed, recorded pixels are bounded by the interval
b
[0, l], where l = 2B − 1, if an image is coded with B bits. It
δ? empirical power
0.2
WS [31]
must be noted that the heteroscedastic noise model used in the
AUMP [16] previous GLRT works on the assumption that the probability
0
that a pixel y exceeds over the boundary 0 or l is negligible, i.e.
0
0.2
0.4
0.6
0.8
1
α
the 0phenomenon of clipping does not happen in the inspected
Figure 2: Detection performance on a non-clipped image: simimage. In practice, this assumption is not always true, particuulated data.
larly if noise is very important, which leads to cause the pixel
y to exceed these bounds. In the digital imaging system, the
recorded pixels exceeding theses bounds are replaced by the
threshold independently of the image content. The normalized
?
bounds themselves. Accordingly, the clipped pixel ỹi is defined
b
GLR Λ (Z) is defined by
by
nk
K X
X
b
ỹi = max(0, min(yi , l)), ∀i ∈ I
(27)
Λ(Z)
1
b? (Z) = √ =
Λ
√ (zk,i − zk,i )(zk,i − µ̂k ). (23)
2
v0
σ̂k v0
where yi follows the heteroscedastic noise model (1). As exk=1 i=1
plained in [18], the generalized pdf of clipped pixel ỹi is defined
However, the variance v0 is not defined since the image paramby
eters µk are unknown in practice. It is proposed to replace µk by
 x−µ 
1
i
µ̂k in (20) to obtain an estimate of v0 , denoted v̂0 . Accordingly,
 −µi 
σi φ σi
δ0 (x) +  l−µ 
f˜θi (x) = Φ
 
the corresponding test b
δ? is rewritten as follows
i
σi
Φ σi i − Φ −µ
σi

?
?
b (Z) < b

τ

 µi − l 
H0 if Λ
b
δ? = 
(24)

+Φ
δ0 (l − x).
(28)
?
H1 if Λ
b? (Z) ≥ b
σi
τ
0.4

From the Slutsky’s theorem [35, Theorem 11.2.11], one obtains
straightforwardly the decision threshold and the power function
of the test b
δ?
Theorem 1. For any non-clipped natural raw image whose
parameters are unknown, the decision threshold of the test b
δ?
?
b (Z) is given by :
based on the decision function Λ
b
τ? = Φ−1 (1 − α0 ).

(25)

Theorem 2. The power function of the test b
δ? is given by :
!
√
b
τ ? v 0 − m1
βbδ? = 1 − Φ
.
(26)
√
v1
Similar to the AUMP test[16], the test b
δ? satisfies the CFAR
property because of the theorem 1. However, the AUMP test
showed a loss of optimality, even in a simulated data, due to
the use of local regression model and AWGN model. The main
advantage of the proposed test b
δ? is that there is no bias of
?
b
the estimate Λ (Z), which results in no loss of optimality. Its
power function βbδ? highly depends on the hiding rate R and the
camera parameters (a, b). The smaller the rate R is or the more
important the noise variance characterized by parameters (a, b)
is, the smaller the detectability is: a change in the LSB is not
significant compared to the noise level.

where δ0 is the Dirac delta impulse at 0. The first and the last
term in (28) correspond to the probabilities of clipping from
below and from above while the second term represents the
pdf of a truncated Gaussian random variables (see details about
the truncated Gaussian distribution in [29]). The clipping phenomenon presents two main difficulties. On the one hand, it
modifies the statistical distribution of raw pixels, which now
follow the double-censored Gaussian distribution. On the other
hand, the variance can no longer be treated as the linear function of the mathematical expectation. The GLRT proposed in
the previous section 3 is no longer relevant when dealing with
clipped images. The estimation methodology of image parameters µi also needs to be properly modified.
4.2. Design of the Proposed GLRT
Now the cover image and stego image are respectively denoted by C̃ = {c̃i }i∈I and S̃ = { s̃i }i∈I . Here again, without taking
into account the
n impact of quantization,
o the probability distribution P̃θi = p̃θi [0], p̃θi [1], . . . , p̃θi [l] of the cover pixel c̃i can
be defined by (28). Due to the impact of hidden data (5), the
probability
s̃i is modified as
n distribution Q̃R,θi of the stego-pixel
o
Q̃R,θi = q̃R,θi [0], q̃R,θi [1], . . . , q̃R,θi [l] where
q̃R,θi [k] =


R
p̃θi [k] + p̃θi [k] + (1 − R) p̃θi [k].
2

(29)
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Let Z̃ = {z̃i }i∈I be the inspected image. The image Z̃ is
segmented into K non-overlapping segments S k of size nk ,
k ∈ {1, . . . , K}, defined by
o
n
h
∆k h
∆k
,i ∈ I .
(30)
S k = z̃i : D̃(z̃i ) ∈ uk − , uk +
2
2

1

β(α0)
0.8

0.6

where D̃ be the ideal denoising and declipped operator
D̃(z̃) = µ.

7

(31)
?
b̃
δ theoretical power
?
b̃
δ empirical power
b
δ? non-clipped test

0.4

It must be noted that when dealing with a clipped image, it is
of crucial importance to understand the relation between the
clipped data and non-clipped data. The output image after the
denoising filter can only be treated as an estimate of E[z̃], not
µ. It is proposed in [18] to perform a declipped operator, i.e. an
inverse transformation to obtain an estimate of µ. As demonstrated in Appendix C, the ML estimate µ̂k follows the asymptotic Gaussian distribution


1
(32)
µ̂k ∼ N µk ,
nk F (µk )
where F is the Fisher information defined in Equation (C.10), Appendix C.
The problem (6) in the case of clipped images is rewritten as
follows ∀k ∈ {1, · · · , K}, ∀i ∈ {1, . . . , nk }
n
o

3



H̃0 = z̃k,i ∼ P̃θk , θk ∈ R
(33)
n
o



H̃1 = z̃k,i ∼ Q̃R,θk , θk ∈ R3 , ∀R ∈ (0, 1]

0.2

WS [31]
AUMP [16]
0
0

0.2

0.4

0.6

0.8

Figure 3: Detection performance on a clipped image: simulated
data.
The terms d0,k , dl,k , D0,k , Dl,k are related to the clipping phenomenon and, hence, to the limited range of quantizer {0, . . . , l}.
For each segment S k , these terms are defined in Equations (C.2)
and (C.5) by:

By following the same procedure in Section 3, the GLRT for
the clipped image Z̃ is designed as follows

?

b̃?

?
τ

H̃0 if Λ (Z̃) < b̃
b̃
δ =
(34)

?

H̃ if Λ
b̃? (Z̃) ≥ b̃
τ

µk
σk
l − µk
=
σk
φ(d0,k )
=
Φ(dl,k ) − Φ(d0,k )
φ(dl,k )
=
.
Φ(dl,k ) − Φ(d0,k )

d0,k = −

(39)

dl,k

(40)

D0,k
Dl,k

(41)
(42)

1

Therefore, we obtain the decision threshold and the power func?
δ
tion of the test b̃

b̃? (Z̃) is defined by
where the normalized GLR Λ
b̃? (Z̃) =
Λ

nk
K X
X
k=1 i=1

1
p (z̃k,i − z̃k,i )(z̃k,i − µ̂k )
σ̂2 ṽˆ 0

(35)

k

b̃? (Z̃) follows the
Similarly, the fact that the normalized GLR Λ
standard Gaussian distribution under hypothesis H̃0 enables to
set the decision threshold independently of the image content.
b̃? (Z̃) follows the
Under hypothesis H̃ , the normalized GLR Λ
1

Gaussian distribution with mean

ṽ0 =

m̃
√1
ṽ0

and variance



K n σ2 1 + d D
X
k k
0,k 0,k − dl,k Dl,k +
σ4k +

k=1

ṽ1
ṽ0

where

1
F (µk )

ṽ1 =

R X nk
2 k=1 σ2k

(37)



K " n σ2 1 + d D
X
k k
0,k 0,k − dl,k Dl,k +
k=1

#
nk R2
−
.
4σ4k

σ4k +

1
F (µk )

b̃? (Z) is given by :
decision function Λ

?
b̃
τ = Φ−1 (1 − α0 ).

(43)

?
Theorem 4. The power function of the test b̃
δ is given by :
 ?√

b̃

τ
ṽ
−
m̃
0
1
βb̃? = 1 − Φ 
(44)
 .
√
δ
ṽ1

(36)

a2
nk F (µk )

K

m̃1 =

Theorem 3. For any clipped natural image whose parameters
?
are unknown, the decision threshold of the test b̃
δ based on the

+

It can be noted that when the clipping phenomenon does not
happen in a natural raw image, the power function βb̃? tends to
δ
βbδ? . In other words, βbδ? can be regarded as a lower bound of
βb̃? when not taking into account the clipping.
δ

nk R
2

a2
nk F (µk )

(38)

Remark 1. For clarity, the present paper focuses on uncompressed raw images. The most challenging part when extending this work to other image formats is the impact of postacquisition enhancement and compression processes, which is
beyond the scope of this paper (see [48] for a detailed study
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Figure 4: Detection performance on clipped real images for embedding rate R = 0.2.

Figure 5: Detection performance on clipped real images for embedding rate R = 0.4.

of image acquisition pipeline). As described in [48], due to
non-linear processes (white-balance, gamma-correction, etc.)
the Gaussian distribution does not remain relevant to model a
pixel of TIFF or JPEG image. Moreover, the spatial correlation
caused by the demosaicing may lead to inaccurate noise model
parameters. These difficulties need to be taken into account
carefully in further research.

5.2. Real Image Database

5. Numerical Results
5.1. Simulated Image
?
δ
The detection performance of the proposed tests b
δ? and b̃
is first theoretically studied on simulated data; the data is actually the 8-bit image of size 512 × 512 used in [20]. The heteroscedastic noise model (1) is characterized by two parameters a = 0.0115 and b = 0.0002. These values correspond to
the Nikon D70 camera with ISO 200 estimated from the Dresden image database [26]. The number of segments K is set to
the number of grayscale levels, K = 28 and the embedding rate
R is set at 0.05. Potentially, a large number of detectors could
be compared with the proposed tests. In the present paper, it
is proposed to include in the comparison the revised version of
WS [31, Eq. (2)], because it is well-known for a good detection performance. In addition it is also proposed to compare
the proposed tests with the AUMP detector [16] which is based
on the pioneer works [6, 51] on the application of hypothesis
testing theory with local regression model for estimation of unknown parameters. Moreover, this comparison particularly emphasize the crucial importance of taking into account both the
heteroscedastic noise model and the clipping phenomenon. The
simulation is performed with 5000 repetitions. The Figure 2
and Figure 3 illustrate respectively the detection performance
?
of the test b
δ? and b̃
δ . The empirical power is identical to the

theoretical one, which shows no loss of optimality of the proposed tests. The Figure 3 also shows that the AUMP test can
not tolerate the impact of the clipping phenomenon.

Experiments on real image database are then conducted to
highlight the relevance of the proposed test. Clipped real
images, which are captured by the Nikon D300 camera, are
provided at http://www.cs.tut.fi/~foi/sensornoise.
Prior to our experiments, every raw image was converted to
an uncompressed image format using Dcraw (with parameters
-D - T -4 -j -v). Only the red color channel is used in experiments. The camera parameters are estimated on each image
and used in the proposed tests. The raw images are standardized to the size of 512 × 512 by cropping. The state-of-the-art
denoising filter for heteroscedastic noise [18] is exploited in the
experiments. The experiments are performed by changing the
embedding rate R ∈ {0.2, 0.4, 0.6}. The detection performance
for each embedding rate is illustrated in Figure 4, 5 and 6. It
should be noted that for the LSB replacement scheme as an insecure steganography, the embedding rate is often set to lower
than 0.1. However, if the secret data is embedded in a clipped
image, the higher the embedding rate is, the more probably the
cover image is accepted as the stego image for WS [31] and
?
AUMP [16]. Meanwhile, the proposed test b̃
δ remains ensuring a high detection probability of hidden data.
To show the application on large a large image data base, experiments are conducted on 5000 raw images from the BOSS
base [2]. In fact, the Canon EOS Digital Rebel XSi digital camera is not considered in the experiments because its images are
coded with 16 bits. A change in the LSB plan is extremely negligible compared with noise level. For the same reason, raw
images with very high ISO sensitivity (e.g. 1600, 3200) are
also excluded from experimental dataset. On the one hand, the
camera parameters (â, b̂) are estimated on each image. On the
other hand, the parameters (a, b) are obtained by averaging the
previously estimates obtained from each image with the same
ISO sensitivity per camera model. The power function of the
?
test b
δ? and b̃
δ is drawn using the fixed camera parameters (a, b)
and the estimated (â, b̂). The Figure 7 and Figure 8 shows the
detection performance of all the detectors on 12-bit raw images
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Figure 6: Detection performance on clipped real images for embedding rate R = 0.6.
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Figure 8: Detection performance on 5000 images from BOSS
database [2] for embedding rate R = 0.05.
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Figure 7: Detection performance on 12-bit images of Canon
400D with ISO 100 from BOSS database [2] for embedding
rate R = 0.05.
of the Canon 400D camera with ISO 100 and 5000 raw images
from the BOSS base [2]. It is crucial to note that the clipping
phenomenon seldom happens in those images. The detection
performance of the AUMP and WS detectors is consequently
much better than the previous results on the Nikon D300 camera. Moreover, it is worth noting that there is no great differ?
ence between the test b̃
δ with (a, b) estimated for all image with
the same ISO sensitivity per camera model and with (â, b̂) estimated for each image. This shows that the fact of estimating
the camera parameters on each image does not importantly affect the power function of the test. In other words, the prior
knowledge of camera parameters may not be necessary when
designing the GLRTs.
Finally, it is proposed to use the previous results on 5000 images to show the possibility of the proposed test to guarantee
in practice a prescribed false-alarm probability. To this end,
Figure 9 shows a comparison between theoretical and empirical false-alarm probability as a function of decision threshold

1
−3

−2

−1

0

1

2

Figure 9: Empirical false-alarm probability, from real images of
BOSS database [2] plotted as a function of decision threshold.

α0 (τ). Note that, because the WS detector aims at estimating
the embedding rate and do not offers to respect a false-alarm
probability, this detectors is omitted from the presented results.
The numerical results presented in Figure 9 obviously shows
that the AUMP detector proposed in [16] fails in practice to
meet a prescribed false-alarm probability. This is mainly due
to a rather inaccurate model of natural images as well as assumptions which seldom hold true such as constant variance on
each block of pixels. On the opposite, Figure 9 clearly show
that the proposed methodology permits in practice to guarantee
a false-alarm probability. It should be noted that, again, there is
?
a slight difference of false-alarm probability between the test b̃
δ
with fixed (a, b) and with (â, b̂) estimated for each image; hence
the use of estimated parameters is also possible in practice to
guarantee a false-alarm probability. Similarly, the test b
δ? which
does not take into account the clipping phenomenon slightly
fails to meet a false-alarm probability in practice, particularly
for a decision threshold typically corresponding to α0 . 1.10−2 .

α0
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This is mainly due to the small number of images whose clipped
pixels are not negligible. Consequently, the test b
δ? is not relevant.

It follows from the Lindeberg central limit theorem (CLT) [35,
theorem 11.2.5] that
D
b
Λ(Z)
−→ N(0, v0 )

(A.4)

b
where v0 is the variance of the decision function Λ(Z)

6. Conclusion
This paper proposes a novel methodology to detect information hidden in the LSBs plane of a natural raw image. The
hidden information detection problem is cast in the framework
of hypothesis testing theory. The approach is based on the heteroscedastic noise model which can be characterized only by
two parameters (a, b). The main strength of the proposed approach is the design of a GLRT to detect data hidden in clipped
images such that it guarantees a prescribed false alarm rate and
still ensures a high detection performance while other detectors
can not tolerate the impact of clipping phenomenon and fail in
practice. Further research can extend this approach to attack
other steganography schemes, such as LSB matching, as well
as for other image formats.
b
Appendix A. Statistical Distribution of Λ(Z)
b
Appendix A.1. Statistical distribution of Λ(Z)
under hypothesis H0
For brevity, let ρk,i =

10

1
(z
σ̂2k k,i

− µ̂k ) such that

b k,i ) = γk,i ρk,i .
Λ(z

(A.1)

It is of crucial importance to analytically calculate the two first
b k,i ) under each hypothesis. Based on the total
moments of Λ(z
probability theorem, it is easily shown that
h
i
h
i
b k,i ) = PH0 [γk,i = 1]EH0 ρk,i | γk,i = 1
EH0 Λ(z
h
i
− PH0 [γk,i = −1]EH0 ρk,i | γk,i = −1
h i 1
h i
1
= EH0 ρk,i − EH0 ρk,i
2
2
=0
(A.2)
where EH0 [·] and VarH0 [·] denote respectively the mathematical
expectation and variance under hypothesis H0 . In virtue of the
b k,i ) is given
classical Delta method [3, 44], the variance of Λ(z
by
i
h
i
h
b k,i ) = EH0 γ2 ρ2
VarH0 Λ(z
k,i k,i
h i
= EH0 ρ2k,i
= EH0
=
=

h (zk,i − µ̂k )2 i
σ̂4k

EH0 [(zk,i − µ̂k )2 ]
+ o(σ−4
k )
EH0 [σ̂4k ]
1+

1
nk
2
σ2k + ank

+ o(σ−4
k ).

(A.3)

v0 =

K
X
nk + 1
k=1

σ2k +

a2
nk

.

(A.5)

b
Appendix A.2. Statistical distribution of Λ(Z)
under hypothesis H1
Under hypothesis H1 , the estimates µ̂k are obviously impacted by the insertion of the secret message. However, under
assumption that the impact of quantization is negligible and the
denoising operator D is ideal, one can obtain an almost identical denoised image
D(C) = D(S).
(A.6)
Hence, the probability that D(zi ) falls into the interval [uk −
∆k
∆k
2 , uk + 2 [ does not change under hypothesis H1 . It is straightforward to derive that the impact of insertion on the estimates
µ̂k is negligible.
The image Z contains both cover and stego-pixels under hypothesis H1 . Hence, the law of total expectation and of total
b k,i ). The
variance allow to calculate the two first moments of Λ(z
b
mathematical expectation of Λ(zk,i ) is defined as
h
i
h
i
b k,i ) = R EH0 Λ(z
b k,i )
EH1 ,R Λ(z
2

h
i
R
b k,i )
+ 1 − EH0 Λ(z
2
h 
i
R
b zk,i + (−1)zk,i
= EH0 Λ
2
h
i
R
b
=
PH0 [zk,i = 2m]EH0 Λ(2m
+ 1)
2
h
i!
b
+ PH0 [zk,i = 2m + 1]EH0 Λ(2m)
h 1 i
R
EH0 2
2
σ̂k
R
=
+ o(σ−4
k ).
2σ2k

=

(A.7)

Similarly, a direct calculation yields to
2i
h
i
h
b2 (zk,i ) = EH1 ,R (zk,i − µ̂k )
EH1 ,R Λ
σ̂4k
h (zk,i − µ̂k )2 i
R
= EH0
2
σ̂4k

h (zk,i − µ̂k )2 i
R
+ 1 − EH0
2
σ̂4k
h (zk,i − µ̂k )2 i R
h 1 i
= EH0
+
E
H
0
2
σ̂4k
σ̂4k

=

1+

1
nk

σ2k

+

+

R
2σ2k

a2
nk

+ o(σ−4
k ).

(A.8)
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b k,i ) is defined by
It follows that the variance of Λ(z
h
i
h
i
h
i
b k,i ) = EH1 ,R Λ
b2 (zk,i ) − E2
b
VarH1 ,R Λ(z
H1 ,R Λ(zk,i )
=

1+

1
nk

σ2k

+

+

R
2σ2k

a2
nk

−

R2
+ o(σ−4
k ).
4σ4k

However, due to the non-linearity of f , the inverse transformation of the denoised value Dho (ż) can not be treated as the
expected value of the pixel z
(A.9)

Hence, using again the Lindeberg CLT [35, theorem 11.2.5],
one obtains the statistical distribution of Λ̂(Z) under hypothesis
H1
D
b
Λ(Z)
−→ N(m1 , v1 )
(A.10)
where m1 and v1 are defined by
K

m1 =
v1 =

R X nk
2 k=1 σ2k

(A.11)

K h nk + 1 +
X
k=1

σ2k +

nk R
2σ2k

a2
nk

−

R2 nk i
.
4σ4k

(A.12)

Appendix B. Heteroscedastic Filter for Non-Clipped Noisy
Images
The paper proposes a special filter to remove the heteroscedastic noise in non-clipped raw images. Motivated by the
approach in [41], [18], a homomorphic transformation is used
to transform an image-signal-dependent noise into an imagesignal-independent noise and stabilize pixels’variance to unity.
Let denote this homomorphic transformation by the function
f : [0, l] → R+ . As explained in [41], this function is the solution of the problem
Z t
Z t
1
1
f (t) =
dx =
dx.
(B.1)
√
b σ(x)
b
−a
−a
ax + b
Hence, the transformation f is defined by
 √
2
b



at + b
t>−


a
a
f (t) = 


b


0
t≤− .
a

a 2 b
t − .
4
a

(B.2)

(B.3)

By using the transformation f , one obtains an image Ż which
can be treated as an image corrupted by an additive white gaussian noise
ż ∼ N(µ̇, 1).
(B.4)
The index of pixel ż is omitted for seeking simplicity. At this
stage, a homoscedastic filter Dho can be applied to remove the
additive white gaussian noise. Assuming that the free-noise image is successfully recovered, the denoised value Dho (ż) can be
treated as the expected value of ż
Dho (ż) = E[ż] = µ̇.

f −1 (Dho (ż)) = f −1 (µ̇) , E[z] = µ.

(B.5)

(B.6)

This results in a systematic estimation bias, which needs to be
corrected.
Let the function h defined by :
h : f (µ) 7→ µ̇ = h( f (µ)).
By using the Taylor series expansion of f (z) around z = µ, one
obtains :
∞
X
(z − µ)n (n)
f (µ)
(B.7)
f (z) = f (µ) +
n!
n=1
where f (n) is the n-th derivative of f . The recursive formula of
f (n) is given by
 a n−1
1
f (n) (t) = −
(2n − 3)!! (at + b)−n+ 2 ,
2

∀n ≥ 2

(B.8)

where n!! denotes the double factorial of n. Taking expectations
on both sides of (B.7), the calculation shows that
µ̇ = E[ f (z)] = f (µ) −

∞  
X
a 2k−1 (4k − 3)!!
k=1

2

(2k)!!

1
σ2k−1

.

(B.9)

Replacing t = f (µ) in (B.9), it follows that
µ̇ = t −

∞
X
(4k − 3)!! 1
.
(2k)!! t2k−1
k=1

(B.10)

Therefore, the function h can be defined by
h(t) = t −

The transformation f is monotonically increasing, which implies the inverse transformation f −1 exists. Consequently, the
inverse transformation is defined by
f −1 (t) =

11

∞
X
(4k − 3)!! 1
.
(2k)!! t2k−1
k=1

(B.11)

The first derivative of h is positive, hence the function h is
monotonically increasing on R+ . This ensures the invertibility of h. Consequently, the noisy raw pixel is ideally mapped to
its denoised value by the relation
µ = f −1 (h−1 (Dho ( f (z)))).

(B.12)

Due to (B.12), the special denoising filter for heteroscedastic
noise in non-clipped images can be defined by
D = f ◦ Dho ◦ h−1 ◦ f −1 .

(B.13)

Appendix C. ML Estimation of Parameters in Truncated
Gaussian Data
This section proposes a ML estimation approach of parameters in truncated Gaussian data. Without loss of generality, it
is assumed that a random variable X which follows the Gaussian distribution takes value on the interval (0, l). The data that
takes value at the boundary 0 and l is excluded. The such truncated Gaussian distribution is denoted by N(0,l) (µ, σ2 ) where
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σ2 = aµ + b. This distribution also takes advantage of the heteroscedastic relation of the mathematical expectation and variance. Suppose that the camera parameters are known in advance, the truncated Gaussian distribution N(0,l) (µ, σ2 ) is hence
characterized by the only one parameter µ. The pdf of X is
simplified from (28)
fX (x) =

h (x − µ)2 i
1
1
exp −
√
Φ(dl ) − Φ(d0 ) 2πσ2
2σ2

(C.1)

where

l−µ
−µ
and dl =
.
(C.2)
σ
σ
It must be noted that now µ is not the expected value of X.
From [29], the expected value and variance of X are given by
d0 =

E[X] = µ + (D0 − Dl )σ
h
i
Var[X] = σ2 1 + d0 D0 − dl Dl − (D0 − Dl )2

(C.3)
(C.4)

where
D0 =

φ(d0 )
Φ(dl ) − Φ(d0 )

and

Dl =

φ(dl )
.
Φ(dl ) − Φ(d0 )

(C.5)

Suppose now a vector of n independent random variables
X = {Xi }ni=1 following the truncated Gaussian distribution
N(0,l) (µ, σ2 )
Xi ∼ N(0,l) (µ, σ2 ).
(C.6)
By definition, the ML estimate µ̂ is defined as the solution
which maximizes the log likelihood function of the samples X
µ̂ = arg max L(X|µ) = arg max
µ

µ

n
X

L(Xi |µ)

(C.7)

i=1

where
h
i
√
L(Xi |µ) = − log Φ(dl ) − Φ(d0 ) − log( 2πσ2 )
−

(Xi − µ)2
.
2σ2

(C.8)

Unfortunately, the ML estimate µ̂ can not be analytically
given. This problem has been studied in [11] by solving
a system of two differential equations based on a modified
Newton-Raphson method [50]. In this paper, the problem (C.7)
is numerically solved using the Nelder-Mead optimization
P
method [36] and the sample mean µ̄ = 1n ni=1 Xi as initial solution. From [44], the ML estimates is asymptotically unbiased
and distributed as Gaussian

1 
µ̂ ∼ N µ,
(C.9)
nF (µ)
where F (µ) represents the Fisher information
" 2
#
∂ L(Xi |µ)
F (µ) = −E
∂µ2
2
∂ dl
∂dl ∂Dl ∂2 d0
∂d0 ∂D0
=
D
+
−
D0 −
l
∂µ ∂µ
∂µ ∂µ
∂µ2
∂µ2
2
2
2 2
2
a(a E[Xi ] + 2bE[Xi ])
a σ − 2b
−
+
.
6
2σ
σ6

(C.10)
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