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ABSTRACT
This paper investigates the statistical detection of Jsteg
steganography. The approach is based on the statistical model
of Discrete Cosine Transformation (DCT) coefficients. The
hidden information detection problem is case in the framework of Hypothesis testing theory. In an ideal context where
all model parameters are perfectly known, the Likelihood
Ratio Test (LRT) is presented and its performance are theoretically established. The statistical performance of LRT
serve as an upper bound of the detection power. For a practical use, when the distribution parameters are unknown, a
detector based on estimation of those parameters is designed.
The loss of power of the proposed detector, compared with
the optimal LRT is small, which shows the relevance of the
proposed approach.
Index Terms— Hypothesis testing theory, Jsteg steganalysis, DCT distribution model, hidden information detection.
1. INTRODUCTION
1.1. State of the Art
Steganalysis has received a great focus in the past decades.
As of December 2011, WetStone declared that about 70 percent of the available steganographic software are based on the
least significant bit (LSB) replacement algorithm [1] which
consists in replacing LSB plane, in the spatial domain or frequency domain, of the cover media by the bits of the secret message (see [2–4]). Although the LSB replacement
steganalysis method (see [5–10]) has been studied for many
years, it can be noted that most of the prior-art detectors are
designed to detect data hidden in the spatial domain and for
only a few statistical properties are established, referred to as
the optimal detectors in [11].
In 2004, the weighted stego-image (WS) method [12]
and the test proposed in [13] for LSB replacement steganalysis changed the situation open the way to optimal detectors.
Driven by this pioneer works, the enhanced WS algorithm
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have been improved in [14]. Inspired by the prior studies [12, 14], the WS steganalyser for JPEG covers was proposed in [15]. However, the WS steganalyser does not allow
to get high detection performance for low False Alarm Rate
(FAR), see [7], and its statistical properties remains unknown,
which prevents the guarantee of a prescribed FAR. In practical forensic cases, since a large database of images needs to
be processed, the getting of a very low FAR is crucial.
1.2. Contributions of the Paper
In this context, the detector proposed in [16] is an interesting alternative; however it is based on the assumption that
Discrete Cosine Transformation (DCT) coefficients are independent and identically distributed (i.i.d) within a subband
and have a zero expectation which might be inaccurate and
hence make the detection performance poor in practice. On
the opposite, this paper proposes a statistical model that assumes that each DCT coefficient has a different expectation
and difference variance. The use of this model, together with
hypothesis theory, allows us to optimize the most powerful
Likelihood Ratio Test (LRT) when the distribution parameters
(expectation and variance) are known. Then in the practical
case of not knowing those parameters, estimations have to be
used instead; this leads to the design of the proposed detector with estimated parameters. By taking into account those
distribution parameters as nuisance parameters and using accurate estimation, it is shown that the loss of power compared
with the optimal detector is small.
1.3. Organization of the paper
The paper is organized as follows. Section 2 recalls principle
of Jsteg Steganography. Then, the DCT distribution model
is discussed. In Section 3, based on the proposed model, the
LRT for Jsteg detection is proposed. Section 4 presents the
proposed practical detector with estimated parameters. Finally, Section 5 presents numerical results of the proposed
steganalysers on the simulated and real images and Section 6
concludes this paper.

2. JPEG STEGANOGRAPHY AND DISTRIBUTION
OF DCT COEFFICIENTS
2.1. Jsteg Steganography Overview
Jsteg is a steganographic algorithm based on LSB replacement method for hiding data in DCT coefficients of JPEG images [17]. The principle of the algorithm is to replace the LSB
of DCT coefficients by bits of the message to be hidden. If the
embedding bit, 0 or 1, matches the LSB of DCT coefficient no
change is made; if not, the LSB of DCT coefficient is flipped
to 1 or 0.
In the JPEG compression scheme, the DCT transformation is applied to blocks of 8 × 8 pixels. Hence there is 64
different subbands all containing N coefficients. Then let
us denote the vector Vk = {vk,1 , · · · , vk,N }, where n ∈
{1, · · · , N } for the index of blocks and k ∈ {2, · · · , 64} for
the index of 63 AC coefficient subbands. Since the change of
the first DCT subband (DC components) modifies the image
visually, it is not used for inserting secret bits. Let vk,n , 1 ≤
n ≤ N represents the value of DCT coefficient of k-th subband in the n-th block. Since the DCT coefficients are quantized, let 4k be the quantization step of the k-th subband. The
Jsteg algorithm does not use the DCT coefficient with value 0
or 1 to hide bits because such changes can be detected easily.
Thus let us denote Nk as the number of the usable coefficients
of k-th suband Vk , where Nk ≤ N , hence N − Nk represents
the number of unusable coefficients. In the framework of optimal detectors, it is crucial to study the statistical distribution
of DCT coefficients before and after secret bits embedding.
2.2. Statistical Model of DCT Subband
In the prior researches [16, 18], it is considered that the DCT
coefficients within a subband follow a Laplacian distribution.
This model is a good trade-off between complexity and accuracy. The probability density function (PDF) of the continuous Laplacian distribution can be written as:
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fe,b (x) =
2b
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where the location parameter e represents the expectation of
the Laplacian distribution and b the scale parameter. In practice, the distribution of DCT coefficients by using the continuous Laplacian distribution (1) can not express the discrete
DCT coefficients. Each DCT subband has its own quatization step 4k . In prior researches, it is generally admitted that,
within the k-th subband, the DCT coefficients are i.i.d: they
share the same location and scale parameter, respectively denoted ek and bk . Hence, the discrete Laplacian distribution of
each DCT subband can be represented by [16]:
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where L(X = x) represents the probability that the value of
a DCT coefficient equals x with x ∈ Z. On the opposite, in
this paper, it is not assumed that DCT coefficients within a
subband are i.i.d. Hence, in the following section, based on
the model (2), a new distribution model of DCT coefficients
is proposed.
3. LIKELIHOOD RATIO TEST FOR TWO SIMPLE
HYPOTHESIS
3.1. Problem Statement
Let us assume that the location parameter ek,n , and the scale
parameter bk,n are known. It immediately follows from (2)
that the n-th coefficient of k-th subband follows a distribution
Pek,n ,bk,n whose Probability Mass Function (PMF) is:

1−exp( −4k )
ifx = ek,n
 2bk,n



(3)
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−4k |x−ek,n |
4
k
exp
sinh 2bk,n
ifx 6= ek,n
bk,n
where Pr (x) is the probability that a given coefficient equals
x 6∈ {0, 1}, and the quantization step 4k is obtained from
the JPEG header file. Then, after embedding a secret information using Jsteg with payload R, a simple calculation
shows that distribution of stego-image DCT coefficients, denoted QR
ek,n ,bk,n whose PMF is defined by:

R
R
Pr (x) + Pr (x̄)
PrR (x, R) = 1 −
2
2

(4)

where x 6∈ {0, 1}, and x̄ = x + (−1)x denotes the integer
x with the flipped LSB. The problem of detecting steganographic images consists in choosing between the following
hypotheses:
(
H0 = {vk,n ∼ Pek,n ,bk,n ∀vk,n 6∈ 0, 1
H1 = {vk,n ∼ QR
(5)
ek,n ,bk,n ∀vk,n 6∈ 0, 1 R ∈ (0, 1]
where ∀k = (2, ..., 64), ∀n = (1, ..., Nk ).
For solving statistical detection problem such as (5), it follows from the Neyman-Pearson lemma [19, Theorem 3.2.1]
that the LRT is optimal in the sense described below. For definition, let
Kα = {δ : P0 [δ(V) = H1 ] ≤ α}

(6)

be the class of tests, solving problem (5), with an upperbounded FAR α. Here Pj [·] is the probability under Hj , j ∈
{0, 1}, V = {V2 , · · · , V64 }. Among all tests in Kα the LRT
is the most powerful test, it maximizes the detection power
βδ = P1 [δ(V) = H1 ].

(7)

From the expression of alternative hypothesis H1 (4), the
Likelihood Ratio (LR) value for the n-th coefficient on k-th

DCT subband is given by:
Λk,n (vk,n ) = 1 −

R R Pr (v̄k,n )
+ ·
.
2
2 Pr (vk,n )

(8)

Then, it follows from the statistical independence of vectors
vk,n that the LRT for all the DCT coefficients is given by:
(
P64
H0 if Λ(V) = k=2 Λ(Vk ) ≤ τα
(9)
δ(V) =
P64
H1 if Λ(V) = k=2 Λ(Vk ) > τα
with Λ(Vk )

=

Nk
X

log(Λk,n )

(10)

n=1

where the decision threshold τα is the solution of equation
P0 [Λ(V) > τα ] = α to guarantee that δ(V) ∈ Kα .
3.2. Statistical Performance of LRT
The performance of the test is evaluated by normalizing the
Λ(V). One can obtain the expectation and variance of each
log(Λk,n ) under the hypothesis H0 , the case of the H1 can be
deduced straightforward.
X
µk,n,0 =
log[Λk,n (x)]Pr (x)
(11)
x∈Z
2
σk,n,0

=

X

(log[Λk,n (x)] − µk,n,0 )2 Pr (x)

(12)

x∈Z

where x denotes all the possible value of each DCT coefficient. In the case of x ∈ {0, 1} which is not used for embedding, log(Λk,n ) takes value 0. Subsequently, based on
Central Limit Theorem (CLT), the summation of log(Λk,n )
follows the Gaussian distribution:

Then, we establish the statistical properties of the proposed test (16) which are given in the following theorems;
for clarity, Φ(·) and Φ−1 (·) represent the Gaussian cumulative distribution function and its inverse respectively.
Theorem 1. Assuming that the model of hypothesis (5) holds,
then for any α ∈ (0; 1), the decision threshold:
τα? = Φ−1 (1 − α)

(17)

guarantees that the LRT δ ? (V) (16) is in the class Kα .
Theorem 2. Assuming that the model of hypothesis (5) holds,
for any decision threshold τα? ∈ R, the power function associated with the test δ ? (V) (16) is given by:

 ?
τα σ0 + µ0 − µ1
.
(18)
βδ ? = 1 − Φ
σ1
4. UNKNOWN PARAMETERS ESTIMATION AND
DESIGN OF THE PROPOSED DETECTOR
In practice, the location parameter ek,n and scale parameter
bk,n are unknown and, hence, must be estimated when analyzing an image of the size I × J. Let us define the matrix
P = {pi,j } i ∈ {1, ..., I}, j ∈ {1, ..., J} as the value of each
pixel obtained by decompressing the JPEG image through inverse DCT, which can be decomposed as [20, 21]:
P=Θ+Ξ

(19)

where Θ = {θi,j } denotes the expectation of P and Ξ =
{ξi,j } the random noise corruption. It is should be noted that
DCT is a linear transformation which implies:

(13)

DCT (P) = DCT (Θ + Ξ) = DCT (Θ) + DCT (Ξ) (20)

PN
where the expectation µk,0 = n=1 µk,n,0 and the variance
PN
2
2
σk,0
= n=1 σk,n,0
. It should be noted that N defines the
number of all the coefficients on each subband. Then, the
sum of several independent random variable with the Gaussian distribution still follows the Gaussian distribution:

where DCT (·) denotes the DCT transform. Hence, the estimated location parameter of DCT coefficients DCT (Θ̂) can
be obtained from spatial domain. In the present paper, Θ̂
is estimated by using the wavelet denoising filter proposed
in [22] which operates in two steps: first, the local image
variance is estimated, then, the local Wiener filter is applied
in the wavelet domain. Hence, we approximately obtain the
estimated location parameter matrix:

2
Λ(Vk ) ∼ N (µk,0 , σk,0
)

Λ(V) ∼ N (µ0 , σ02 )
(14)
P64
where the expectation µ0 =
k=2 µk,0 and the variance
P64 2
σ02 = k=2 σk,0
. For clarity, let us define the normalized LR
as follows:
Λ(V) − µ0
∼ N (0, 1).
Λ (V) =
σ0
?

(15)

It is thus straightforward to define the normalized LRT with
Λ? (V) by:
(
H0 if Λ? (V) ≤ τα?
δ ? (V) =
(16)
H1 if Λ? (V) > τα? .

Ê ≈ DCT (Θ̂).

(21)

For clarity, the estimation Ê = {êi,j } is divided into 63 vectors of N components, as the DCT coefficients, denoted Êk =
{êk,1 , · · · , êk,N }, k ∈ {2, · · · , 64}.
Next, let us denote a quantized DCT matrix extracted
from a JPEG image as C = {ci,j } i ∈ {1, ..., I}, j ∈
{1, ..., J}, where I and J denote the height and the width of
the matrix C. Then it is proposed to split C into nonoverlapping block cp,q with the dimension of 8 × 8, where (p, q)
the index of the block (excluding border blocks), denoted by
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Fig. 1: Expectation µk,0 and variance σk,0
as a function of
the scale parameter bk theoretically and empirically.

{p = 2, . . . , I8 − 1} and {q = 2, . . . , J8 − 1}. Similar to the
method for estimating the local variance in [15] it is proposed
to estimate the scale parameter locally using the adjacent
neighbors blocks, including the center. Using the Maximum
likelihood Estimation (MLE), the estimated scale parameter
of coefficients in the block cp,q is defined by:
Pl
Pl
x=−l
y=−l | cp+x,q+y |
b̂p,q =
(22)
L
where L = (2l + 1)2 , l ∈ N+ , {x, y} ∈ Z. For convenience, let the estimated parameter matrix B̂ represent all
the b̂p,q ’s. For clarity, it is proposed to denote the vector
B̂k = {b̂k,1 , · · · , b̂k,N }, ∀k = 2, · · · , 64, where b̂k,n denotes
the n-th DCT coefficient of the k-th subband.
Let us define Λ̂k,n (vk,n ) the LR value with estimated parameters on each DCT coefficient. Then, in the case of not
knowing the distribution parameters, the proposed test for all
the DCT coefficient subbands is given by:
(
P64
H0 if Λ̂(V) = k=2 Λ̂(Vk ) ≤ τ̂α
δ̂(V) =
(23)
P64
H1 if Λ̂(V) = k=2 Λ̂(Vk ) > τ̂α
with Λ̂(Vk )

=

Nk
X

log(Λ̂k,n )

(24)

0
0

0.2

0.4

0.6

0.8

α

1

Fig. 2: ROC curves comparison for 10000 JPEG image from
BossBase with quality factor 70, detection power as a function of FAR α.
For fairly comparing with previous algorithms [15, 16], it
is proposed to perform a numerical simulation over the 10000
images from BossBase [23] which have been compressed in
JPEG with quality factor 70. The payload, or embedding rate,
R is set at 0.05 for Jsteg algorithm. To show the improvement
provided by the proposed model the test proposed in [16] has
been modified by using only the proposed approach for estimating the location parameter; this shows the improvement
due to the use of locally estimated scale parameter. On the
opposite, it is also proposed to estimate the scale parameter
as described above, while assuming the expectation of DCT
coefficients is zero. Those two tests are referred to as “Test
1” and “Test 2” respectively in Figure 2 and show the improvement due to estimation of each parameter alone. As
Fig. 2 illustrates, the proposed test (23) outperforms the detector proposed in [16], based on the Laplacian i.i.d model.
Similarly, the WS detector [15], based on a Gaussian model
of DCT coefficients, performs well, but for very low FAR, the
proposed test achieves much higher detection rates. Finally, It
is proposed to give the performance of our detector on 10000
simulated images in which a DCT subband is generated by
strictly following the Laplacian distribution. Then a comparison with simulations of the LR test shows the loss of power
due to the estimation of expectation and scale parameters.

n=1

with, again, τ̂α the solution of equation P0 [Λ̂(V) > τ̂α ] = α.

6. CONCLUSION

5. NUMERICAL SIMULATIONS

This paper aims at improving the detection of data hidden
within the DCT coefficients of JPEG images. Based on the
statistical model of DCT coefficients, the problem is cast in
the framework of hypothesis testing theory. Assuming the
location parameter and the scale parameter are previously
known, the statistical performance of the LRT is analytically established. In the practical case, the parameters are
unknown. Numerical results show that by estimating those
parameters, the Laplacian model allows the designing of a
statistical test which outperforms the prior-art detectors.

To verify the sharpness of the theoretically established results,
we generate 1000 sets of 4000 random variable (a MonteCarlo simulation) following the Laplacian distribution, where
R = 0.05, ek,n = 0 and bk distributed from 1 to 10 with
a step of 0.5. Then, the expectation and variance values are
calculated empirically and theoretically. As shown in Fig. 1,
the empirically calculated moments are almost equal to the
analytically established ones.
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